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Abstract-- In the advanced growth of Internet, sharing a 

medical data securely to the required network has never been 

an easier task. Data communication with large number of 

patients in hospitals must take into account several issues, 

including data integrity, efficiency, security and privacy of 

data owner. The proposed Data Management System, aimed at 

preventing the modification of data in Hospitals. This project 

work proposes a blind watermarking algorithm for embedding 

and transferring a medical data securely over the required 

network. The high capacity watermarking scheme mostly 

preferred in telemedicine application. The text Watermarking 

embedded into YCBCR (Y- luma component, CB –blue 

difference, CR- red difference) color channels of each medical 

video frame using Discrete Wavelet Transform and Principle 

Component Analysis.It also includes the electronic records of 

the patient with three different sizes and around 146 characters 

will be embedded into medical video frame. The proposed 

scheme is imperceptibility, robust, secure and it has good 

performance compared with previous data management 

systems.  In this project work, privacy and security problem is 

attended and the problem can be rectified by the way of” 

Hiding a Data into a Live Video”. 

Key Points-- Medical data sharing, Data communication, Blind 

watermarking, Text watermarking, Discrete wavelet transform, 

Principle Component Analysis. 

I. INTRODUCTION 

Telemedicine is defined by “The American Telemedicine 

Association (ATA)” as the use of medical information 

exchanged from one site to another via electronic 

communications to improve a patient’s clinical health status, 

including an increasing variety of applications and services 

using two-way video, email, smart phones, wireless tools and 

other forms of telecommunications technology”. The hastily 

growing of information and communication technologies have 

resulted in large opportunities for the creation, access, handle 

and distribution of digital content by usual individuals. This 

leads to  the emergence of E-Health services which introduce 

new practices for the professions as well as for the patients by 

enabling remote access, transmission, and interpretation of the 

medical images for diagnosis purposes. The main problem is 

that, the digital content can be copied, manipulated, and 

redistributed easily at low cost and without loss in fidelity. To 

increase the Medical information security, it requires three 

characteristics:  

A. Confidentiality 

Ensures that only the entitled users have access to the 

information since some patients do not like to expose their 

information to the public. 

B. Reliability 

This includes: 

1. Integrity: the information has not been modified by non-

authorized people. 

2. Authenticity: a proof that the information belongs to the 

correct patient and issued from the right source. 

C. Availability 

Means the access to the information for authorized persons.  

Digital Watermarking involves the modification of the original 

multimedia data to embed a watermark containing key 

information such as authentication or Copyright codes. The 

embedding method must leave the original data perceptually 

un-changed, yet should impose modifications which can be 

detected by using an appropriate extraction algorithm. The 

main purpose of the watermark is to identify the owner of the 

digital data and it can also identify the intended recipient. 

II. OBJECTIVE 

Unauthorized accesses of a medical data in hospitals are a 

human tragedy. They involve high human suffering. To 

overcome this problem, the medical data embed in a live 

video are important information in the emergent situation. 

Digital watermark is a digital signal inserted into digital 

content.  

The digital content could be a still image, a Audio clip, a 

video clip, a text document or some form of digital data that 

the creator or owner would like to protect.  With the 

technology advancing on one side, so has the rate of threat to 

hack, tamper or steal the data that is being transmitted over 

the public also increased in leaps and bounds. Digital 

Watermarking has been proposed as technique for Copyright 

protection of multimedia data. DWT (Discrete Wavelet 

Transform) in conjunction with PCA (Principle Component 

Analysis) transform are used in the embedding process to get 

the best location for hiding the Watermark. Hiding data in a 

video using watermarking technique is becoming one of the 

most speedily advancing techniques in the field of research 

especially with increase in multimedia technology. This 

project is imperceptibility, robust, secure and it has good 

performance. 

III. PROPOSED SYSTEM 

If the data embedded in a video is visible to others, then the 

attackers can easily hack the data by using the decoding 

technique. To solve this problem the medical data can be 

“Hiding from View in a Video”. Then the patient information 

can be send to other doctors through email. 

IV. METHODOLOGY 

The theme of the project is preventing unauthorized persons to 

access the medical data in hospitals and to secure the life of 

patients. The majority of the unapproved data accesses in 

hospitals are due to privacy and security problems. Those 

problems are prevented by embedding the medical data 

directly in a live video through web camera. Immediate action 

of storing a medical data securely in a video will save many 

patients life. 
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Figure 1: Flow Process for embedding the watermark Templates  

 

Figure 2: Flow Process for Removing and transfer the watermark Templates  

V. LITERATURE SURVEY 

[1] A Fast Compressive Sensing Based Digital Image 

Encryption Technique Using Structurally Random 

Matrices and Arnold Transform 

Authors: Nitin Rawat, Pavel Ni, Rajesh Kumar 

Year:         2013 

Description: 

1. Considering the natural images to be compressed in any 

domain, the fast compressed sensing based approach 

saves, 

 Computational time 

 Increases the quality of the image 

 Reduces the dimension of the digital image by 

choosing even 25 % of the measurements. 

2. Experimental results including peak-to-peak signal-to-

noise ratio between the original and reconstructed image 

are shown, 

 To analyze the validity of the digital image 

encryption technique. 

 It demonstrates about the proposed method to be fast, 

complex and robust.  

3. The Double Random Phase Encryption (DRPE) has 

widely known for its simple implementation, robustness, 

and easy application on image formats. 

4. It offer a novel image encryption technique based on 

compressive sensing to save computational time. 

 

[2] Digital Image Watermarking Algorithm Based On Dual 

Transform Domain and Self Recovery Existing System 

Authors:  Zhu Yuefeng
1
, 

2
, Lin Li 

2
. 

1
Hefei University of Technology, Hefei, China.

2
Kaifeng 

University, Kaifeng, He Nan, China. 

Year:       2015 

Description: 

1. The proposed embedded in the carrier image on the dual 

watermark includes a two watermark image and a gray 

image watermarking algorithm. 

2. The persuasive power while maintaining the original two 

values of the watermark robustness at the same time, 

improve the watermark information.  

3. To balance the robustness and invisibility of 

watermarking algorithm, this paper analyzes the 

embedding position and strategy of transform domain 

algorithms. 

4. Simulation study of a digital image watermarking 

algorithm based on DCT transform and Arnold 

transform, the algorithm's imperceptibility, robustness 

and security are analyzed, the algorithm for embedding 

process. 

 

VI. EXISTING SYSTEM 

The existing work proposes a blind watermarking algorithm 

for transferring medical data securely over the public network. 

A text watermark is embedded into (YCbCr) colour channels 

of each medical video frame using Discrete Wavelet 

Transform and Principle Component analysis. The maximum 

PSNR achieved by the proposed technique is 61 db while the 

least is 45 db.  

A. Advantages of Existing System 

a. Embedding Process 

Embedding process includes the following modules for 

appropriate embedding of watermark into the electronic 

patient record. 

1. Framing: Framing is a process by which the video is 

segmented into frames, wherein each frame is embedded 

with watermark. The video are divided into frames (2n x 

2n), and then convert RGB frames into YCbCr frames.  

2. Discrete Wavelet Transform: If maps of a function of a 

continuous variable are expanded in a sequence of 

number the resulting coefficients are called discrete 

wavelet transform. Choose the luminance component Y 

of each frame apply DWT on it .this result in four multi- 

resolutions   sub-bands (N X N): LL1, HL1, LH1 and 
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HH1. For each band apply DWT again to get 16 sub –

bands (N/2 X N/2). For each band in the 16 sub-bands, 

apply one more DWT to get 64 sub-bands each is (N/4 X 

N/4). 

3. Principle Component Analysis: Principle Component 

Analysis is the process by which the exact location for 

embedding the watermark is found. More specifically we 

use the concept of block based PCA, where each frame is 

divided into blocks and then PCA is applied so that 

finding the exact location becomes and easier process. 

4. Watermark Preparation: The medical information is 

inserted into a text file .This text file is then converted 

into binary form, according to text file generate a 

watermark image and then convert the binary image into 

vector of zeros and ones.  

b. Data Extraction Process 

Initially convert the watermarked video into YCbCr frame. 

For each Y, Cb, Cr component apply DWT to decompose the 

channel into 64 multi-resolution sub-bands. Divide each sub-

band into n x n non-overlapping blocks. Using second secret 

key extract the watermark. The extracted watermark is 

compared with the original watermark by computing the 

similarity between them. 

B. Disadvantages of Existing System 

1. Difficult to embed a large amount of medical data into a 

specific video. Specifically, if one wants to hide a secret 

data into a video, the secret medical data must be highly 

compressed in advance. 

2. If the data embedded in a video is visible to others, then 

there may be a chance for the attackers to easily hack the 

data by using the decoding technique. 

3. Only a certain amount of characters can be embedded in 

a video. It will cause some of the important medical data 

cannot be stored in a specific video. 

4. Privacy and Security problems, Blendness can be 

occurred due to the unauthorized access of medical data 

in hospitals. 

 

VII. PROPOSED SYSTEM 

The proposed Data Management system, aimed at preventing 

the modification of data in Hospitals. Multimedia data is 

easily copied and modified. This project work proposed a 

blind watermarking algorithm for “Hiding and Transferring a 

Medical Data” securely over the required network used by in 

the hospitals.  

The proposed technique can achieve maximum PSNR of 61 

dB (decibel) but in normal the least is found to be 45 

dB(decibel).It is in general that high capacity watermarking 

scheme mostly preferred in telemedicine application. In this 

project work, privacy and security problem is attended and the 

problem can be rectified by the way of hiding a data into a 

specific video. The proposed scheme is secure and it has good 

performance compared with previous data management 

systems followed for this purpose. This project also supports 

both government and private sector to detect the obstacle and 

prevent illegal people from accessing the medical data. 

A. Advantages of Proposed System 

1. High capacity 

2. Invisible 

3. Imperceptible 

4. Low error probability 

5. Provide the original data embedded in a specific video 

6. Robust       

Video Watermarking (frame averaging, frame dropping, 

frame swapping…) 

1. Recoverable from a document 

2. Data can be removable only by the authorized users. 

B. Social Relevance and Usefulness of the Project 

Most of the informal data accesses in hospitals are due to 

privacy and security problems. Those problems are prevented 

by “Embedding and Hiding the Medical Data” directly in a 

video through web camera. This project is mainly 

concentrating to develop the procedure and to prevent the 

unofficial accesses in hospitals and to transfer the medical 

data securely to the required network. 

CONCLUSION 

This paper offered a high soaring capacity watermarking 

scheme which can be used in telemedicine applications. The 

algorithm depends on embedding a patient record into medical 

videos. DWT in conjunction with PCA transform are used in 

the embedding process to get the best location for “Hiding the 

Watermark”. Different radiological video frames were used 

for evaluation. The proposed scheme is imperceptible and 

robust against several attacks and has a good performance 

compared with previous medical schemes.  

We believe our scheme will be very useful in many other 

practical applications, especially to those require user privacy, 

security and authentication.  
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