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Abstracts-- Cloud computing is set of resources and services 

offered through the Internet. Cloud services are delivered from 

data centers located throughout the world. Cloud computing 

facilitates its consumers by providing virtual resources via 

internet. General example of cloud services is Google apps, 

provided by Google and Microsoft SharePoint. The rapid 

growth in field of “cloud computing” also increases severe 

security concerns. Security has remained a constant issue for 

Open Systems and internet, when we are talking about security 

cloud really suffers. Lack of security is the only hurdle in wide 

adoption of cloud computing. Cloud computing is surrounded 

by many security issues like securing data, and examining the 

utilization of cloud by the cloud computing vendors. The wide 

acceptance www has raised security risks along with the 

uncountable benefits, so is the case with cloud computing. The 

boom in cloud computing has brought lots of security 

challenges for the consumers and service providers. How the 

end users of cloud computing know that their information is not 

having any availability and security issues? Every one poses, Is 

their information secure? This study aims to identify the most 

vulnerable security threats in cloud computing, which will 

enable both end users and vendors to know about the key 

security threats associated with cloud computing. Our work will 

enable researchers and security professionals to know about 

users and vendors concerns and critical analysis about the 

different security models and tools proposed.Cloud computing 

is a general term for anything that involves delivering hosted 

services over the Internet. These services are broadly divided 

into three categories: Infrastructure-as-a-Service (IAAS), 

Platform-as-a-Service (PAAS) and Software-as-a-Service 

(SaaS). The name cloud was inspired by the symbol that's often 

used to represent the Internet in flowcharts and diagrams. 

Cloud computing is a model for enabling ubiquitous network 

access to a shared pool of configurable computing 

resources.Cloud computing and storage solutions provide users 

and enterprises with various capabilities to store and process 

their data in third-party data centers.[2] It relies on sharing of 

resources to achieve coherence and economies of scale, similar 

to a utility (like the electricity grid) over a network. At the 

foundation of cloud computing is the broader concept of 

converged infrastructure and shared services.Cloud computing, 

or in simpler shorthand just "the cloud", also focuses on 

maximizing the effectiveness of the shared resources. Cloud 

resources are usually not only shared by multiple users but are 

also dynamically reallocated per demand. This can work for 

allocating resources to users. For example, a cloud computer 

facility that serves European users during European business 

hours with a specific application (e.g., email) may reallocate 

the same resources to serve North American users during North 

America's business hours with a different application (e.g., a 

web server). This approach should maximize the use of 

computing power thus reducing environmental damage as well 

since less power, air conditioning, rack space, etc. are required 

for a variety of functions. With cloud computing, multiple users 

can access a single server to retrieve and update their data 

without purchasing licenses for different applications. 

The term "moving to cloud" also refers to an organization 

moving away from a traditional CAPEX model (buy the 

dedicated hardware and depreciate it over a period of time) to 

the OPEX model (use a shared cloud infrastructure and pay as 

one uses .Proponents claim that cloud computing allows 

companies to avoid upfront infrastructure costs, and focus on 

projects that differentiate their businesses instead of on 

infrastructure. Proponents also claim that cloud computing 

allows enterprises to get their applications up and running 

faster, with improved manageability and less maintenance, and 

enables IT to more rapidly adjust resources to meet fluctuating 

and unpredictable business demand. Cloud providers typically 

use a "pay as you go" model. This can lead to unexpectedly 

high charges if administrators do not adapt to the cloud pricing 

model.The present availability of high-capacity networks, low-

cost computers and storage devices as well as the widespread 

adoption of hardware virtualization, service-oriented 

architecture, and autonomic and utility computing have led to a 

growth in cloud computing. Companies can scale up as 

computing needs increase and then scale down again as 

demands decrease.Cloud vendors are experiencing growth rates 

of 50% per annum. 

Keywords--Cloud computing security, Mobile cloud 

computing, Vendor, Virtualization 

I. INTRODUCTION 

The origin of the term cloud computing is unclear. The 

expression cloud is commonly used in science to describe a 

large agglomeration of objects that visually appear from a 

distance as a cloud and describes any set of things whose 

details are not inspected further in a given context. Another 

explanation is that the old programs draw network schematics 

surrounded the icons for servers with a circle, and a cluster of 

servers in a network diagram had several overlapping circles, 

which resembled a cloud. In analogy to above usage the word 

cloud was used as a metaphor for the Internet and a 

standardized cloud-like shape was used to denote a network on 

telephony schematics and later to depict the Internet in 

computer network diagrams. With this simplification, the 

implication is that the specifics of how the end points of a 

network are connected are not relevant for the purposes of 

understanding the diagram. The cloud symbol was used to 

represent the Internet as early as 1994, in which servers were 

then shown connected to, but external to, the cloud.References 

to cloud computing in its modern sense appeared as early as 

1996, with the earliest known mention in a Compaq internal 

document. The popularization of the term can be traced to 2006 

when Amazon.com introduced the Elastic Compute Cloud. 

Since 2000 cloud computing has come into existence. In early 

2008, NASA's OpenNebula, enhanced in the reservoir 

European Commission-funded project, became the first open-

source software for deploying private and hybrid clouds, and 

for the federation of clouds. In the same year, efforts were 

focused on providing quality of service guarantees (as required 

by real-time interactive applications) to cloud-based 

infrastructures, in the framework of the IRMOS European 
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Commission-funded project, resulting in a real-time cloud 

environment. By mid-2008, Gartner saw an opportunity for 

cloud computing "to shape the relationship among consumers 

of IT services, those who use IT services and those who sell 

them" and observed that "organizations are switching from 

company-owned hardware and software assets to per-use 

service-based models" so that the "projected shift to 

computing ... will result in dramatic growth in IT products in 

some areas and significant reductions in other areas." Microsoft 

Azure became available in late 2008.In July 2010, Rackspace 

Hosting and NASA jointly launched an open-source cloud-

software initiative known as OpenStack. The OpenStack 

project intended to help organizations offer cloud-computing 

services running on standard hardware. The early code came 

from NASA's Nebula platform as well as from Rackspace's 

Cloud Files platform.On March 1, 2011, IBM announced the 

IBM Smart Cloud framework to support Smarter Planet. 

Among the various components of the Smarter Computing 

foundation, cloud computing is a critical piece.On June 7, 2012, 

Oracle announced the Oracle Cloud. 

A. Cloud Computing Security 

Cloud computing security or, more simply, cloud security is an 

evolving sub-domain of computer security, network security, 

and, more broadly, information security. It refers to a broad set 

of policies, technologies, and controls deployed to protect data, 

applications, and the associated infrastructure of cloud 

computing.Cloud security architecture is effective only if the 

correct defensive implementations are in place. An efficient 

cloud security architecture should recognize the issues that will 

arise with security management. The security management 

addresses these issues with security control. These controls are 

put in place to safeguard any weaknesses in the system and 

reduce the effect of an attack. While there are many types of 

controls behind a cloud security architecture, they can usually 

be found in one of the following categories: 

B. Deterrent controls 

These controls are intended to reduce attacks on a cloud 

system. Much like a warning sign on a fence or a property, 

deterrent controls typically reduce the threat level by informing 

potential attackers that there will be adverse consequences for 

them if they proceed. [Some consider them a subset of 

preventive controls]. 

a. Preventive controls 

Preventive controls strengthen the system against incidents, 

generally by reducing if not actually eliminating vulnerabilities. 

Strong authentication of cloud users, for instance, makes it less 

likely that unauthorized users can access cloud systems, and 

more likely that cloud users are positively identified. 

b. Detective controls 

Detective controls are intended to detect and react appropriately 

to any incidents that occur. In the event of an attack, a detective 

control will signal the preventative or corrective controls to 

address the issue. System and network security monitoring, 

including intrusion detection and prevention arrangements, are 

typically employed to detect attacks on cloud systems and the 

supporting communications infrastructure. 

C. Corrective controls 

Corrective controls reduce the consequences of an incident, 

normally by limiting the damage. They come into effect during 

or after an incident. Restoring system backups in order to 

rebuild a compromised system is an example of a corrective 

control. Organizations are protected while the user must take 

measures to fortify their application and use strong passwords 

and authentication measures. When an organization elects to 

store data or host applications on the public cloud, it loses its 

ability to have physical access to the servers hosting its 

information. As a result, potentially business sensitive and 

confidential data is at risk from insider attacks. According to a 

recent Cloud Security Alliance Report, insider attacks are the 

third biggest threat in cloud computing.[3] Therefore, Cloud 

Service providers must ensure that thorough background checks 

are conducted for employees who have physical access to the 

servers in the data center. Additionally, data centers must be 

frequently monitored for suspicious activity. In order to 

conserve resources, cut costs, and maintain efficiency, Cloud 

Service Providers often store more than one customer's data on 

the same server. As a result, there is a chance that one user's 

private data can be viewed by other users (possibly even 

competitors). To handle such sensitive situations, cloud service 

providers should ensure proper data isolation and logical 

storage segregation. 

The extensive use of virtualization in implementing cloud 

infrastructure brings unique security concerns for customers or 

tenants of a public cloud service. Virtualization alters the 

relationship between the OS and underlying hardware - be it 

computing, storage or even networking. This introduces an 

additional layer - virtualization - that itself must be properly 

configured, managed and secured. Specific concerns include 

the potential to compromise the virtualization software, or 

"hypervisor". While these concerns are largely theoretical, they 

do exist. For example, a breach in the administrator workstation 

with the management software of the virtualization software 

can cause the whole datacenter to go down or be reconfigured 

to an attacker's likings use the Cloud in a variety of different 

service models (SaaS, PaaS, and IaaS) and deployment models 

(Private, Public, Hybrid, and Community) There are a number 

of security issues/concerns associated with cloud computing but 

these issues fall into two broad categories: security issues faced 

by cloud providers (organizations providing software-, 

platform-, or infrastructure-as-a-service via the cloud) and 

security issues faced by their customers (companies or 

organizations who host applications or store data on the cloud). 

The responsibility goes both ways, however: the provider must 

ensure that their infrastructure is secure and that their clients’ 

data and application. 

a. Identity management 

Every enterprise will have its own identity management system 

to control access to information and computing resources. 

Cloud providers either integrate the customer’s identity 

management system into their own infrastructure, using 

federation or SSO technology, or provide an identity 

management solution of their own. 

b. Physical security 

Cloud service providers physically secure the IT hardware 

(servers, routers, cables etc.) against unauthorized access, 

interference, theft, fires, floods etc. and ensure that essential 

supplies (such as electricity) are sufficiently robust to minimize 

the possibility of disruption. This is normally achieved by 

serving cloud applications from 'world-class' (i.e. professionally 

specified, designed, constructed, managed, monitored and 

maintained) data centers. 

c. Personnel security 
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Various information security concerns relating to the IT and 

other professionals associated with cloud services are typically 

handled through pre-, para- and post-employment activities 

such as security screening potential recruits, security awareness 

and training programs, proactive security monitoring and 

supervision, disciplinary procedures and contractual obligations 

embedded in employment contracts, service level agreements, 

codes of conduct, policies etc. 

d. Availability 

Cloud providers help ensure that customers can rely on access 

to their data and applications, at least in part (failures at any 

point - not just within the cloud service providers' domains - 

may disrupt the communications chains between users and 

applications). 

e. Application security 

Cloud providers ensure that applications available as a service 

via the cloud (SaaS) are secure by specifying, designing, 

implementing, testing and maintaining appropriate application 

security measures in the production environment. Note that - as 

with any commercial software - the controls they implement 

may not necessarily fully mitigate all the risks they have 

identified, and that they may not necessarily have identified all 

the risks that are of concern to customers. Consequently, 

customers may also need to assure themselves that cloud 

applications are adequately secured for their specific purposes, 

including their compliance obligations. 

f. Privacy 

Providers ensure that all critical data (credit card numbers, for 

example) are masked or encrypted and that only authorized 

users have access to data in its entirety. Moreover, digital 

identities and credentials must be protected as should any data 

that the provider collects or produces about customer activity in 

the cloud. 

D. Mobile cloud computing 

Mobile Cloud Computing (MCC) is the combination of cloud 

computing, mobile computing and wireless networks to bring 

rich computational resources to mobile users, network 

operators, as well as cloud computing providers. The ultimate 

goal of MCC is to enable execution of rich mobile applications 

on a plethora of mobile devices, with a rich user experience. 

MCC provides business opportunities for mobile network 

operators as well as cloud providers. More comprehensively, 

MCC can be defined as "a rich mobile computing technology 

that leverages unified elastic resources of varied clouds and 

network technologies toward unrestricted functionality, storage, 

and mobility to serve a multitude of mobile devices anywhere, 

anytime through the channel of Ethernet or Internet regardless 

of heterogeneous environments and platforms based on the pay-

as-you-use principle. MCC uses computational augmentation 

approachesby which resource-constraint mobile devices can 

utilize computational resources of varied cloud-based 

resources. In MCC, there are four types of cloud-based 

resources, namely distant immobile clouds, proximate 

immobile computing entities, proximate mobile computing 

entities, and hybrid (combination of the other three model). 

Giant clouds such as Amazon EC2 are in the distant immobile 

groups whereas cloudlet or surrogates are member of proximate 

immobile computing entities. Smartphones, tablets, handheld 

devices, and wearable computing devices are part of the third 

group of cloud-based resources which is proximate mobile 

computing entities. Vodafone, Orange and Verizon have started 

to offer cloud computing services for companies. 

a. Types of Cloud Computing 

They are so many types of cloud computing 

The few are 

1. Private Cloud 

Private cloud is the phrase used to describe a cloud computing 

platform that is implemented within the corporate firewall, 

under the control of the IT department.A private cloud is 

designed to offer the same features and benefits of public cloud 

systems, but removes a number of objections to the cloud 

computing model including control over enterprise and 

customer data, worries about security, and issues connected to 

regulatory compliance.A private cloud implementation aims to 

avoid many of the objections regarding cloud computing 

security. Because a private cloud setup is implemented safely 

within the corporate firewall, a private cloud provides more 

control over the company's data, and it ensures security, albeit 

with greater potential risk for data loss due to natural 

disaster.The downside is private cloud ROI (return on 

investment): The organization implementing the private cloud 

is responsible for running and managing IT resources instead of 

passing that responsibility on to a third-party cloud 

provider.Companies initiate private cloud projects to enable 

their IT infrastructure to become more capable of quickly 

adapting to continually evolving business needs and 

requirements 

2. Public Cloud 

A public cloud is one based on the standard cloud computing 

model, in which a service provider makes resources, such as 

applications and storage, available to the general public over 

the Internet. Public cloud services may be free or offered on a 

pay-per-usage model. A public cloud is one based on the 

standard cloud computing model, in which a service provider 

makes resources, such as applications and storage, available to 

the general public over the Internet. Public cloud services may 

be free or offered on a pay-per-usage model. 

The main benefits of using a public cloud service are: 

1. Easy and inexpensive set-up because hardware, application 

and bandwidth costs are covered by the provider. 

2. Scalability to meet needs. 

3. No wasted resources because you pay for what you use. 

The term "public cloud" arose to differentiate between the 

standard model and the private cloud, which is a proprietary 

network or data center that uses cloud computing technologies, 

such as virtualization. A private cloud is managed by the 

organization it serves. A third model, the hybrid cloud, is 

maintained by both internal and external providers. Examples 

of public clouds include Amazon Elastic Compute Cloud 

(EC2), IBM's Blue Cloud, Sun Cloud, Google AppEngine and 

Windows Azure Services Platform. 

A cloud is called a "public cloud" when the services are 

rendered over a network that is open for public use. Public 

cloud services may be free. Technically there may be little or 

no difference between public and private cloud architecture, 

however, security consideration may be substantially different 

for services (applications, storage, and other resources) that are 

made available by a service provider for a public audience and 

when communication is effected over a non-trusted network. 

Generally, public cloud service providers like Amazon AWS, 

Microsoft and Google own and operate the infrastructure at 

their data center and access is generally via the Internet. AWS 

and Microsoft also offer direct connect services called "AWS 
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Direct Connect" and "Azure Express Route" respectively, such 

connections require customers to purchase or lease a private 

connection to a peering point offered by the cloud provider. 

3. Hybrid cloud: 

Hybrid cloud is a composition of two or more clouds (private, 

community or public) that remain distinct entities but are bound 

together, offering the benefits of multiple deployment models. 

Hybrid cloud can also mean the ability to connect collocation, 

managed and/or dedicated services with cloud resources. 

Gartner, Inc. defines a hybrid cloud service as a cloud 

computing service that is composed of some combination of 

private, public and community cloud services, from different 

service providers. A hybrid cloud service crosses isolation and 

provider boundaries so that it can't be simply put in one 

category of private, public, or community cloud service. It 

allows one to extend either the capacity or the capability of a 

cloud service, by aggregation, integration or customization with 

another cloud service. 

Varied use cases for hybrid cloud composition exist. For 

example, an organization may store sensitive client data in 

house on a private cloud application, but interconnect that 

application to a business intelligence application provided on a 

public cloud as a software service. This example of hybrid 

cloud extends the capabilities of the enterprise to deliver a 

specific business service through the addition of externally 

available public cloud services. Hybrid cloud adoption depends 

on a number of factors such as data security and compliance 

requirements, level of control needed over data, and the 

applications an organization uses. 

Another example of hybrid cloud is one where IT organizations 

use public cloud computing resources to meet temporary 

capacity needs that cannot be met by the private cloud. This 

capability enables hybrid clouds to employ cloud bursting for 

scaling across clouds. Cloud bursting is an application 

deployment model in which an application runs in a private 

cloud or data center and "bursts" to a public cloud when the 

demand for computing capacity increases. A primary advantage 

of cloud bursting and a hybrid cloud model is that an 

organization only pays for extra compute resources when they 

are needed. Cloud bursting enables data centers to create an in-

house IT infrastructure that supports average workloads, and 

use cloud resources from public or private clouds, during spikes 

in processing demands. 

The specialized model of hybrid cloud, which is built atop 

heterogeneous hardware, is called "Cross-platform Hybrid 

Cloud". A cross-platform hybrid cloud is usually powered by 

different CPU architectures, for example, x86-64 and ARM, 

underneath. Users can transparently deploy applications 

without knowledge of the cloud's hardware diversity. This kind 

of cloud emerges from the raise of ARM-based system-on-chip 

for server-class computing. 

b. Characteristics of cloud computing 

Cloud computing exhibits the following key characteristics: 

Agility improves with users' ability to re-provision 

technological infrastructure resources. 

Cost reductions claimed by cloud providers. A public-cloud 

delivery model converts capital expenditure to operational 

expenditure. This purportedly lowers barriers to entry, as 

infrastructure is typically provided by a third party and does not 

need to be purchased for one-time or infrequent intensive 

computing tasks. Pricing on a utility computing basis is fine-

grained, with usage-based options and fewer IT skills are 

required for implementation (in-house). The e-FISCAL 

project's state-of-the-art repositorycontains several articles 

looking into cost aspects in more detail, most of them 

concluding that costs savings depend on the type of activities 

supported and the type of infrastructure available in-house. 

Device and location independence enable users to access 

systems using a web browser regardless of their location or 

what device they use (e.g., PC, mobile phone). As 

infrastructure is off-site (typically provided by a third-party) 

and accessed via the Internet, users can connect from anywhere. 

Maintenance of cloud computing applications is easier, because 

they do not need to be installed on each user's computer and 

can be accessed from different places. 

Multitenancy enables sharing ofresources and costs across a 

large pool of users thus allowing for: 

Centralization of infrastructure in   locations with lower costs 

(such as real estate, electricity, etc.) peak-load capacity 

increases (users need not engineer for highest possible load-

levels) 

Utilization and efficiency improvements for systems that are 

often only 10–20% utilized. 

Performance is monitored, and consistent and loosely coupled 

architectures are constructed using web services as the system 

interface. 

Productivity may be increased when multiple users can work on 

the same data simultaneously, rather than waiting for it to be 

saved and emailed. Time may be saved as information does not 

need to be re-entered when fields are matched, nor do users 

need to install application software upgrades to their computer. 

Reliability improves with the use of multiple redundant sites, 

which makes well-designed cloud computing suitable for 

business continuity and disaster recovery. 

Scalability and elasticity via dynamic ("on-demand") 

provisioning of resources on a fine-grained, self-service basis in 

near real-time (Note, the VM startup time varies by VM type, 

location, OS and cloud provided), without users having to 

engineer for peak loads. 

Security can improve due to centralization of data, increased 

security-focused resources, etc., but concerns can persist about 

loss of control over certain sensitive data, and the lack of 

security for stored kernels. Security is often as good as or better 

than other traditional systems, in part because providers are 

able to devote resources to solving security issues that many 

customers cannot afford to tackle. However, the complexity of 

security is greatly increased when data is distributed over a 

wider area or over a greater number of devices, as well as in 

multi-tenant systems shared by unrelated users. In addition, 

user access to security audit logs may be difficult or impossible. 

Private cloud installations are in part motivated by users' desire 

to retain control over the infrastructure and avoid losing control 

of information security. 

c. Advantages of cloud computing 

Cost efficient loud computing is probably the most cost 

efficient method to use, maintain and upgrade. Traditional 

desktop software costs companies a lot in terms of finance. 

Adding up the licensing fees for multiple users can prove to be 

very expensive for the establishment concerned. The cloud, on 

the other hand, is available at much cheaper rates and hence, 

can significantly lower the company’s IT expenses. Besides, 
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there are many one-time-payment, pay-as-you-go and other 

scalable options available, which makes it very reasonable for 

the company in question. most unlimited storage. 

Storing information in the cloud gives you almost unlimited 

storage capacity. Hence, you no more need to worry about 

running out of storage space or increasing your current storage 

space availability. 

Backup and recovery 

Since all your data is stored in the cloud, backing it up and 

restoring the same is relatively much easier than storing the 

same on a physical device. Furthermore, most cloud service 

providers are usually competent enough to handle recovery of 

information. Hence, this makes the entire process of backup 

and recovery much simpler than other traditional methods of 

data storage. 

d. Disadvantages of cloud computing 

Technical issues. Though it is true that information and data on 

the cloud can be accessed anytime and from anywhere at all, 

there are times when this system can have some serious 

dysfunction. You shoube aware of the fact that this technology 

is always prone to outages and other technical issues. Even the 

best cloud service providers run into this kind of trouble, in 

spite of keeping up high standards of maintenance. Besides, 

you will need a very good Internet connection to be logged onto 

the server at all times. You will invariably be stuck in case of 

network and connectivity problems. 

Security in the cloud. Prone to attack. 

CONCLUSION 

So, while cloud computing is really  great and you’re probably 

already using it, either for business of for personal means, 

here’s what we’ve learned from taking a look at the pros and 

cons: 

Cloud computing is a really cheap way for companies to have 

all the resources they need in once place. It’s a much better way 

to spread your resources, and it becomes easier to access things 

from longer distances. 
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