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Abstract—Main call for Cloud computing is that
users only utilize what they required and only pay for
whatever they are using. Mobile Cloud Computing
refers to an infrastructure where data processing and
storage can happen away from mobile device.
Research  estimates that mobile  subscribers
worldwide will reach 15 billion by the end of 2014
and 18 billion by at the ending of 2016. Due to
increasing use of mobile devices the requirement of
cloud computing in mobile devices arise, which
evolves Mobile Cloud Computing. Mobile devices
require large storage capacity and maximum CPU
speed. As we are storing data on cloud there is an
issue of data security. As there is risk associated with
data storage many IT professionals are not showing
their interest towards Mobile Cloud Computing. To
ensure the users' data correctness in the cloud, here
we are proposing an effective mechanism with salient
feature of data integrity and confidentiality. This
paper proposed a solution which uses the DES
algorithm and mechanism of hash function along with
various cryptography tools to provide better security
to the data stored on the cloud. This model can not
only solve the problem of storage of massive data,
but also make sure that it will give data access control
mechanisms and ensure sharing data files with
confidentiality and integrity.
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I.  INTRODUCTION

Since cloud computing is an evolving paradigm, data
centralization or outsourcing to cloud becomes a
trend. Storing data remotely in the cloud in a flexible
on-demand manner brings appealing benefits in terms
of storage and computation. Large numbers of clients
are storing their important documents in remote
servers in the cloud, without even keeping a copy in
their local machines. Sometimes the data stored in the
cloud is so important that the clients must ensure it is
not lost or corrupted. Even though it is easy to check
data integrity after completely downloading the data
to be checked, it is not a practical solution due to the
expensiveness in 1/0 and transmission cost across the

IJTRD | July-August 2015
Available Online@www.ijtrd.com

network. A lot of works have been done on designing
remote data integrity verifying protocols, which can
access data integrity to be checked without
completely downloading the data. But all these
methods deal with the integrity of encrypted text or
plain text. The issue is that performing computations
on encrypted data is a difficult task. Instead, data can
be anonymized to enhance privacy. Anonymization
refers to a privacy preservation technique that
translates data so as to make the data worthless to
anyone except the data owner. Statistical
computations are possible on anonymized data
without concern that other individuals may capture
the data. Hiding, hashing, permutation, shift,
substitution, enumeration and truncation are some of
the traditional techniques to obscure data. In the
anonymization  scheme  proposed by Intel,
anonymization takes place on the VMs sending the
data and deanonymization within a secure enclave.
But this scheme is not feasible, especially for thin
clients as it takes more computational power of client.
A Dbetter efficient data anonymization scheme is
proposed which saves the computational power and
storage space of the client by performing
anonymization and deanonymization within the
secure enclave. Also, the remote integrity checking
protocol to check the integrity of anonymized data is
explored. Today, the use of mobile phones is
increasing day by day. Everyone has a mobile phone
which provides the facility to move anywhere and
access the data anytime. The increasing use of mobile
devices gave birth to Mobile Cloud Computing
(MCC). MCC is the like marriage between mobile
web and cloud computing. MCC provides new type
of the services to mobile users to fully utilize the
advantages of Cloud Computing.

Here sensitive data is stored and processed outside
the mobile devices on a centralized computing
platform located in clouds. The main issue in using
mobile cloud computing is securing the data of
mobile user stored on mobile cloud. The data/file of a
mobile user is very sensitive; any unauthorized
person can do changes in it, to harm the data. So the
main concern of cloud service provider is to provide
the security of data/files created and manipulated on a
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mobile device or cloud server. The data/file security
is very essential for owner of the data/file as it can
contain any confidential information of his. For user
the integrity of the data is very important. If any
unauthorized person performs changes in data of
other person then it can harm the integrity of the data.
Any person after finding confidential information of
other person can harm that person. So, data
confidentiality is also a concern of data owner. To
protect data of user, encryption is used to secure data
in the cloud.

New service architectures are necessary to address
the security concerns of the mobile users for using
mobile cloud techniques. A number of schemes have
been provided but there is lack of any concrete
framework presented till now which is up to the
remarkable position. A number of solutions have
been provided by a number of researchers and many
are still working on it. In this research paper the
ultimate objective is to evolve an integrated
framework/solution for achieving the mobile data
security on cloud environment in various possible
conditions, so that this technology may be
implemented in applications of versatile nature
without any flaw.

Il. LITERATURE SURVEY

Mobile Cloud Computing is a service that allows
resource constrained mobile users to adaptively
adjust processing and storage capabilities by
transparently  partitioning and offloading the
computationally intensive and storage demanding
jobs on traditional cloud resources by providing
ubiquitous wireless access [2].

Some organizations, for example Google, watch
Mobile Cloud Computing as a new paradigm for
mobile applications whereby most of the processing
and data storage associated with the applications IS
moved off the mobile to high powerful, centralized
platforms of computing, located in the Cloud [3].

According to survey 74% of IT Executives and Chief
information Officers are not willing to adopt cloud
services due to the risks associated with security and
privacy [4]. In [1], a Provable Data Possession (PDP)
model based on the concept of SA-based homo
morphic verifiable tags for remote data checking is
constructed. The client pre-processes the file,
generates a piece of metadata that is stored locally,
sends the file to the server and may delete its present
local copy. The file is then stored and responded to
challenges issued by the client. Using its local
metadata, the client verifies the response. In [4], a
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new scheme is proposed which allows a third party
auditor (TPA), apart from the cloud client, verifies
the integrity of the dynamic data stored in the cloud.
It uses the classic Merkle Hash Tree construction for
block tag authentication. A Merkle Hash Tree (MHT)
is a well-studied structure of authentication, which is
intended to efficient and secure prove that a set of
elements are undamaged and unaltered. Binary tree is
constructed where the leaves in the MHT are the
hashes of authentic data values.

I1l.  PROPOSED SYSTEM

In proposed scheme, an effective and flexible
distributed scheme with explicit dynamic data
support to ensure the correctness of users’ data in the
cloud. I rely on erasure correcting code in the file
distribution preparation to provide redundancies and
guarantee the data dependability. This construction
drastically reduces the communication and storage
overhead as compared to the traditional replication-
based file distribution techniques. In proposed
scheme gives a proof of data integrity in the cloud
which the customer can employ to check the
correctness of user data in the cloud. In proposed
scheme | try to produce a proof without the need for
the server to access the entire file or the client
retrieving the entire file from the server. Also the
scheme should minimize the local computation at the
client as well as the bandwidth consumed at the
client. Unlike the existing work, proposed system
providing ensuring remote data integrity.

Hash Function. A cryptographic hash function takes a
message of arbitrary length and creates a message
digest of fixed length. A hash function produces a
short and fixed length message digest, which is
unique for each message. The main requirements for
the security of hash functions are that they must be
one-way functions, and they must be collision
resistant [6]. A collision occurs when for two
different inputs, the hash function gives the same
output, for instance, Hash (ml) = Hash (m2).

Here in the proposed scheme hash of the file is
calculated so that integrity can be maintained. DES
Algorithm The Data Encryption Standard (DES) is a
symmetric-key block cipher, having a 64-bit block
size and a 56-bit key. At the encryption site, DES
takes a 64-bit plaintext and creates 64-bit cipher text;
at the decryption site, DES takes a 64-bit cipher text
and creates a 64-bit block of plain-text.

The same 56-bit cipher key is used for both
encryption and decryption [7]. In the proposed
scheme TPA uses the DES algorithm to provide
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better security to the file of mobile user. TPA
perform DES algorithm on the file before sending it
to the cloud for storage. By using DES more security
can be provided to the user's data. Proposed
Mechanism Here a mechanism/scheme is proposed to
provide secure data storage in Mobile Cloud
Computing. This proposal uses the concept of Hash
function along with several cryptographic tools to
provide better security to the data stored on the
mobile cloud. Here we also have a Trusted Third
Party Auditor (TPA) who is very well trusted. TPA
checks the integrity of the data stored on mobile
cloud on behalf of the data owner. TPA checks the
hash and message to verify the integrity of the data.
The Integrity Verification is provided by the TPA
which reduces a lot of work of the mobile user. In
this scheme data owner has two keys, one of which is
only known to him called private key and another is
public key. Here message/file is encrypted twice
firstly, by owner's private key and secondly by public
key of TPA. So this provides the confidentiality to
the data of mobile user. In proposed method RSA
algorithm is used for performing encryption and
decryption which provides message authentication.
Here the hash function of the message is also
calculated to provide security to the data. The
proposed architecture is shown in Fig.l.

Figure 1: Propose Architecture

1) Key Generation: Data Data Owner uses DES
algorithm for generation of combination of public and
private key for himself. TPA also uses DES algorithm
for generating key pair for its own. The private key of
TPA is pkl and of Data Owner is pk2, while public
key of TPA is dl and public key of data owner is d2.

2) Key Sharing: Key set of TPA: {pkl, dI} at TPA
Key set of DO: {pk2, d2} at Mobile device. Here
only public key of TPA is exchanged between DO
and TPA using secure channel.

3) Encryption: Firstly, At first, owner of data encrypt
the message/ file (F) using his public key (d2)
E(F,d2) and then generate the hash of encrypted
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message H(E(F,d2)). Now, the encrypted file is re-
encrypted with public key (d I) of TPA E(E(F,d2),dl).
After that the hash is re-encrypted with public key of
TPA (dl) E(H(E(F,d2)),dl). Now, these two packages
are appended and the result E(E(F,d2),dl) I
E(H(E(F,d2)),dl) is sent to TPA. The encrypted Hash
function of the message is stored by TPA to ensure
the data integrity. TPA decrypts the package
E(E(F,d2),dl) received, by its private key. TPA
generates a random key for performing encryption on
the message E(F,d2) generated after encryption. TPA
uses DES (Data Encryption Standard) for performing
encryption to provide better security. This generated
random key is stored by TPA for performing
decryption in future. The result is send to the cloud
for storage.

4) Decryption: When required to verify the data
correctness, the encrypted package {Encrypt(E(F
,d2))} after DES operation stored on cloud is send to
TPA. TPA firstly decrypts the message by random
key stored by him. Then TPA generates the Hash of
the encrypted file obtained from cloud. Now, TPA
decrypts the hash value stored by it, this decrypted
hash value is compared with the one generated by it.
Then according to the result obtained TPA sends file
to owner indicating the correctness or not and the
requested file. Here the file transferred to owner is
encrypted by his public key so that only owner can
decrypt it. Owner after receiving encrypted file,
decrypt it by private key of himself. Here the
algorithms involved in the proposed scheme are
shown. Algorithm 1 shows the set up phase which
includes the operations from starting to the storing
data on the cloud.

ALGORITHM 1: Set Up

TPA: pkl, dl= GenKey()

Client: Pk2, d2= GenKey()

TPA — Client: dl

Client: F'= (E (F, d2)), H(F') = H(E (F, d2)) F"= E (F', dl),
H'(F)=E (H(F"), d1)

Client — TPA: F'l| H(F")

TPA: Store(H'(F")), k=Random(), F'= D(F"pk1),
F"=Encrypt(F'k)

TPA — CSP: F"

CSP: Store(F")

ALGORITHM 2: Verification

CSP — TPA: F"

I'PA: F'=D (F", k), newH'(F')=H(F'), retrieve( H'(F")),
H(F")=D( H'(F)pk1), Result= Compare (H(F'), newH'(F"))
I'PA — Client: Send (Result)

M 3

Client — TPA: Request (F)

TPA — CSP: Request (F")

CSP — TPA: Send (F")

TPA: Verification (F"), F=E (F, d2)
TPA — Client: Send (F')
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Algorithm 2 is the verification, which shows how the
integrity of the file/message is performed by the TPA
and Algorithm 3 shows the file retrieval process
which shows how the requested file by owner is
transferred to him from Cloud Service Provider
through TPA. Fig.2. shows interaction among data
owner, Third Party Auditor (TPA) and Cloud Service
Provider (CSP).

IV. SECURITY AND PERFORMANCE
ANALYSIS

Here, the proposed scheme is validated by
performing two kinds of analyses Security Analysis
and Performance Analysis. In security analysis the
proposed scheme is analyzed by the security threats
which may be possible. Here the mechanism is
analyzed against its correctness and whether it
provides confidentiality and security to the data of
mobile user. In performance analysis the performance
of proposed scheme is analyzed with respect to the
number of operations involves in the scheme as well
as the storage requirement of the scheme.

N B B ol B

: 1} 30 enerypts the file and

i R5A

D Sendencoptedpucagt | 3y ucyptthepciage and

I store the hash of message
L

4} Genenate rundorn Key and
encryp the message wsing DES

5) Send th o file

) Stewre
o Cloud for storage

. encryped lile

@

1) Send request for file to cloud
.

2)Send file requested by 060 0 TPA
for integrity check

o
-

3) Decrypt the package and
. ’ . check Integrity of message
Ay Send result of integrity chedk to ? LA e
D) as wellas regquested file

P —
-

A. Security Analysis

There are many providers, who offer security in their
cloud storage systems, but the encryption and
decryption processes are performed on the server.
Moreover they do not support any kind of trustworthy
data integrity mechanisms. Here this proposed
mechanism provides integrity of the data, and
verification of integrity as well as confidentiality and
authentication to the data, so that the data is not
disclosed to any unauthenticated person. Since the
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data is encrypted with the powerful encryption
algorithms, it is practically impossible to decrypt it
without the symmetric key. So, we can say that the
attacks on the actual data without the presence of
corresponding keys would not be successful. If it is
assumed that the keys are kept secret and are not
accessible in any way, then the confidentiality and
integrity of data are guaranteed. There are following
security analyses performed on the proposed scheme.
Correctness: In this scheme only the data owner can
decrypt the file received from the TPA because the
file is encrypted by the public key of the data owner
and to decrypt it, the private key of Data owner is
required, which is known to the owner only. So
correctness of the proposed scheme is assured. Here
when the owner wants the file stored on the cloud, the
TPA request that file from Cloud Storage Provider
and perform operations on it to verify the integrity of
the data.

Authentication; The Data Owner signs the Hash of
the message using his own key, no one else's can
signs the message, so TPA can easily finds whether
the sender of the message is authenticated or not. If
anyone else download the file from server by any
mean and perform modification on the file after that
he uploads the file on server, so for uploading he
needs the private key of the owner for signing the
file, and then the TPA can easily find out whether
that person is an authenticated person or not. Privacy
and Confidentiality: The file transferred between the
TPA and Cloud Storage Provider is encrypted and
encoded, which avoid Cloud Storage Provider
knowing the content of the file and ensures privacy
and confidentiality of the file. When the file is on the
channel it is not the plain text, it is encrypted by some
encryption mechanism, so any intruder could not get
any information from the file in transmit and cannot
use that file for own benefit. In this mechanism the
encrypted file is stored on the cloud, so CSP could
not get any information about the file stored on the
cloud. Attack: In internet, users can be attacked from
anywhere. As long as the internet is accessed to send
a message, there is a risk that the message could be
attacked in transmitted by any intruder? In this
mechanism, the existence of the personal data in the
cloud must be through internet. Owner stores their
data in the cloud through internet and can access the
data through internet. An attacker may be present
during data transmission but in this proposed scheme,
transmission is encrypted asymmetrically and one
way hash function is also used. The transmission of
data also includes the hash function that is encrypted
and cannot be decrypted by any intruder by
performing some action. If any person perform
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modification in file as well as in hash function it can
be easily verified by the TPA and the result of
verification is transferred to the owner.

B. Performance Analysis

We measure the performance of our protocol in
Windows 7 operating system. All experiments are
conducted on the Intel(R) Core(TM) i3 processor
with 2 GB RAM. Here various operations are
performed by Mobile device, TPA and Cloud Storage
Provider. A mobile user performs more encryption
operations than decryption while TPA performs both
encryption and decryption operations which reduces
the  work of mobile user. Here no
encryption/decryption is performed by CSP. CSP also
stores the encrypted file. The computation overhead
of mobile terminal, TPA and Cloud Storage Provider
is evaluated showing by Table Ill. Firstly the number
of expensive cryptographic  operations i.e.
exponential operations, pairing operations and
number of hash function are evaluated. These
cryptographic operations are performed on mobile
terminal and TPA. Here in table, a comparison of
exponential operations, hash function and pairing
operations performed on mobile device and TPA is
shown during encryption and decryption process.
Firstly, the number of exponential operations
performed on mobile terminal during encryption
process is analyzed and then on TPA. So, firstly one
exponential operation is performed during encryption
process of the file. After that one exponential
operation is performed during re-encryption process
of the encrypted file and one exponential operation is
performed during encryption of hash. So, a total of
three exponential operations are performed on the
mobile device. Now, on TPA one exponential
operation is performed during decryption of the
received message and another exponential operation
is performed during further encryption of the message
before storing it on the mobile cloud. So a total of
two exponential operations are performed on TPA
during encryption. During decryption process only
one exponential operation is performed on mobile
terminal to decrypt the message. While on TPA a
total of two exponential operations are performed.
This shows that about 99% of the work during
decryption is performed on TPA.

V. EXPERIMENTAL RESULT

An application has been implemented using java
language on the network (LAN) to achieve the
functionalities of the client, TPA and cloud server.
We have assumed that the cloud server, TPA and the
user are in the same system domain and sharing the
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uniform system parameters. Through this application
the messages can be transferred between these
entities and the required result has been achieved.

If we are storing a user file on cloud with the secret
key, no one can access that file, because secret key is
known to only the user. CSP Providing a Dynamic
feature for the user data supports secure and efficient
dynamic operation on data blocks, including insert,
update, or delete that file. Suppose, new user try to
change the content of file, and save that file with
same name, in such situation original file will not be
modified, and two files with same name will be saved
in archive. And if suppose two unknown users has
been created their own different files, but with same
name, then also both files with same name will be
saved in archive. No single file will replaced or
overwritten. In both situation integrity will
maintained.

In proposed scheme which gives a proof of data
integrity in the cloud which the customer can employ
to check the correctness of user data in the cloud.
Extensive security and performance analysis shows
that the proposed scheme is highly efficient and
resilient against malicious data modification attack.
Unlike the existing work, proposed system providing
ensuring remote data integrity.

CONCLUSION

When a resource constrained mobile device stores its
data on the cloud, there is always a big concern of
whether the cloud service provider stores the files
correctly or not. Security is the main concern in
mobile cloud computing. The proposed mechanism
provides a security mechanism for securing the data
in mobile cloud computing with the help of DES
algorithm and hash function. This research paper has
proposed a mechanism to provide confidentiality and
integrity to the data stored in mobile cloud. The
proposed scheme uses DES algorithm with other
encryption decryption processes to secure the data in
such a way that no leakage of data on cloud could be
performed. In this scheme encryption is used to
provide security to the data while in transmit.
Because the encrypted file is stored on the cloud, so
user can believe that his data is secure. In the scheme
file, only in encrypted form is transferred over the
channel, which reduces the problem of information
disclosure. No, third person or intruder can get the
file because that person do not knows the key of data
owner. There is always a scope for improvement in
every field of work, so here also. One of the
assumption made in all the models of security are that
the TPA is neutral. All the computations and
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verifications are offloaded to TPA so there is a need
to do some work for making TPA more secure.
Future work could be exploring the applications of
other frameworks applied in secure storage services
of mobile cloud environment. Some work can also be
done to reduce the overhead of mobile terminal. In
proposed scheme which gives a proof of data
integrity in the cloud which the customer can employ
to check the correctness of user data in the cloud.

Extensive security and performance analysis shows
that proposed system is highly efficient and resilient
against malicious data and modification attacks.
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