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Abstract - Big data is a collection of data sets which is very 

large in size as well as complex. The amount of data in world 

is growing day by day. Data is growing because of use of 

internet, smart phone and some social network. Traditional 

database systems are not able to capture, store and analyze this 

large amount of data. As the internet is growing, amount of big 

data is continues to grow rapidly.  Big Data is going to play 

important role in future world. Big data changes the way that 

data is managed and used in some of the applications are in 

areas such as healthcare, traffic management, banking, retail, 

education and so on. In the digital and computing world, 

information is generated and collected at a rate that rapidly 

exceeds the limits. However, the fast growth rate of such large 

data generates numerous challenges, such as the rapid growth 

of data, transfer speed, diverse data and security. This paper 

shows overview of big data, its characteristics, and stages 

involved, big data in cloud and security issues and challenges 

with big data, strengthen of big data security and some 

proposals to big data security. 
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I. INTRODUCTION 

Big data refers to large volumes of data in our everyday lives. 

Extraordinary growth in data, although predictable, continues 

to strain corporate resources and government sectors [1]. Data 

is growing because of use of internet, smart phone and social 

networks like face book, you tube, twitter and so on. Many 

organizations demand efficient solutions to store and analyze 

these big amount data that are preliminary generated from 

various sources such as high throughput instruments, sensors 

or connected devices. For this purpose, big data technologies 

can utilize cloud computing to provide significant benefits, 

such as the availability of automated tools to assemble, 

connect, configure and reconfigure virtualized resources on 
demand [5]. These make it much easier to meet organizational 

goals as organizations can easily deploy cloud services. 

 Day by day, the security of confidential information is gaining 

more and more attention. According to 2016 Trust wave 

Global Security Report; nearly 97% of applications had at least 

one security vulnerability. By this, the security is extremely 

high ranked priority for any enterprises. However, with the 

ease of adoption of web-based, smart phones and cloud-based 

applications, the confidential information has become easy to 

access from various platforms. Such platforms are highly 

vulnerable to hacking, especially if they are not maintained 

properly. Unlike earlier, companies are now collecting and 

using lots of customer data. A lack of data security can bring 

some serious security issues and organization’s reputation will 

be at stake [3]. The challenges include analysis, capture, 

search, sharing, storage, revelation, and privacy violations. 

A. Big Data- Where is it? 

 Big data surrounds us, although we may not 

immediately realize it. Part of the problem is that, except in 

unusual circumstances, most of us don’t deal with large 

amount of data in our everyday lives. Lacking of this 

immediate experience, we often fail to understand both 

opportunities as well as challenges presented by big data. 

There are two types of Big Data: structured and unstructured. 

Structured data are numbers and words that can be easily 

categorized and analyzed. These data are generated by things 

like network sensors embedded in electronic devices, smart 

phones and global positioning system (GPS) devices. 

Structured data also include things like account balances, sales 

figures and transaction data. 

Unstructured data include more multifarious information, 

such as customer reviews from feasible websites, photos and 

other multimedia, and comments on social networking sites. 

These data cannot be separated into categorized or analyzed 

numerically. 

II. BIG DATA CHARATERISTICS 

A. Data Volume: 

 Data volume measures the amount of data available to 

an organization, companies, government, financial, medical 

institution, educational institution which are producing data in 

order of terabytes every day. Some applications are used to 

handle the data [2]. 

B. Data Velocity: 

 Data velocity measures the speed of data creation, 

streaming and aggregation. Data is generating at very fast rate 

[2]. Data velocity measures large data in short period of time. 

It deals with the pace at which data flows in from sources like 

business process, machines, networks and human interactions 

with things like social media sites, mobile devices, etc. The 

flow of data is massive and continuous. 

C. Data Variety: 

 Data variety is a measure of the richness of the data 

representation – text, images, videos, audio, etc. At present 

data comes in different forms including data streams, text, 

picture, audio, video, structured, semi structured, unstructured. 

Unstructured data is difficult to handle with traditional tools 

and techniques. 

D. Data Veracity: 

 Data veracity refers to the biases, noise and 

abnormality in data [4]. Is the data that is being stores and 

mined meaningful to the problem be analyzed. Data veracity is 

the degree to which the data is accurate, precise and trusted. 
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E. Data Value: 

 Data value measures the usefulness of data in making 

decisions. It has been noted that “the purpose of computing is 

insight, not numbers”. Data science is exploratory and useful 

in getting to know the data, but “analytic science” 

encompasses the predictive power of big data. 

 Nowadays data comes from different sources. And it 

is still an undertaking to link, match, cleanse and transform 

data across systems. However, it is necessary to connect and 

correlate relationships, hierarchies and multiple data linkages 

or data can quickly spiral out of control. These are certain 

characteristics of big data from normal data. 

 

III. STAGES INVOLVED IN BIG DATA 

A. Data Acquisition: 

The first step in Big Data is acquiring the data itself. With the 

growing medium the rate of data generation is rising 

exponentially. With the introduction of smart devices which 

are used with a wide array of sensors continuously generate 

data. Most of this data is not useful and can be discarded, 

however due to its unstructured form; selectively discarding 

the data presents a challenge. This data becomes more potent 

in nature when it’s merged with other valuable data and 

superimposed. Due to the interconnectedness of devices over 

the World Wide Web, data is increasingly being collated and 

stored in the cloud. 

B. Data Extraction: 

All of the data generated and acquired is not of use. It contains 

a large amount of redundant or unimportant data. The 

challenges presented in data extraction are two folds: firstly, 

due to nature of data generated, deciding which data to keep 

and which to discard increasingly depends on the context in 

which the data was initially generated. Secondly, a lack of a 

common platform presents its own set of challenges. Due to 

wide variety of data that exists, bringing them under a common 

platform to standardize data extraction is a major challenge. 

C. Data Collation: 

Data from a singular source often is not enough for analysis or 

prediction. More than one data sources are often combined to 

give a bigger picture to analyze.  For example a health monitor 

application often collects data from the health –rate sensor, 

pedometer, etc. to summarize the health information of the 

user. Likewise, weather prediction software take in data from 

many sources which reveal the daily humidity, temperature, 

precipitation, etc. In the scheme of Big Data convergence of 

data to form a bbigger picture is often considered a very 

important part of processing. 

D. Data Structuring: 

Once all the data is aggregated, it is very important to present 

and store data for further use in a structured format. The 

structuring is important so queries can be made on the data. 

Data structuring employs method of organizing the data in 

particular schema. Various new platforms, such as NoSQL, 

can query even on unstructured data and are being increasingly 

used for Big Data Analysis. 

E. Data Visualization: 

Once the data is structured, queries are made on the data and 

the data is presented in a visual format. Data Analysis involves 

targeting areas of interest and providing results based on the 

data that has been structured. 

F. Data Interpretation: 

The ultimate step in Big Data processing includes 

interpretation and gaining valuable information from the data 

that is processed. The information gained can be of two types: 

Retrospective Analysis includes gaining insights about events 

and actions that have already taken place. For instance, data 

about the television viewership for a show in different areas 

can help us to judge the popularity of the show in those areas. 

Prospective Analysis includes judging patterns and discerning 

trends for future from data that is already been generated. 

Weather Prediction using big data analysis is example of 

prospective analysis. 

IV. BIG DATA IN CLOUD 

Big Data in Clouds is a new generation data intensive platform 

for quickly building the analytics and deploying over an 

elastically scalable infrastructure. Cloud computing is widely 

used in association with Big Data due to the numerous 

advantages it provides namely as on-demand/real-time service 

availability, widespread access, and sharing of resources [16, 

17, 18]. 

However, usage of cloud computing comes with a huge 

number of security challenges since this technology includes 

multiple areas and principals like networking, resource 

sharing, databases, virtualization, operating systems etc., 

therefore security issues of these systems and technologies are 

applicable to cloud computing [21]. 

One of the main issues with the cloud is securing storage data. 

Henceforth, cloud service providers have suggested secure 

ways for sharing Big Data on the cloud platform. These 

providers assure that their clients do not face issues like data 

loss or theft, caused by user impersonation [19].Based on the 

services rendered to the end users, these are broadly classified 

into four types as described below 

A. Public Big Data clouds: 

Large scale data organization and Processing over the 

elastically scalable infrastructure. The resources are served 

over internet as pay-as-go computing models. The examples 

include Amazan Big Data computing in clouds, Google cloud 

platform of Big Data computing and so on. 

B. Private Big Data clouds: 

 Deployment of Big Data platform within the 

enterprise over a virtualized infrastructure, with a greater 

control and privacy to the single organization. 
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C. Hybrid Big Data clouds: 

 Federation of public and private Big Data clouds for 

scalability, disaster recovery and high availability. In this 

deployment, the private task can be migrated to the public 

infrastructure during peak workloads. 

D. Big Data access network and computing platform: 

Integrated platform of data, computing and analytics 

delivered as serviced by multiple distinct providers. Big Data 

computing in clouds “Big Data Clouds” is data intensive 

analytics platform of large scale, distributed compute and 

storage infrastructures.  

Integrated cloud and Big Data access networks on 

cloud infrastructure for analytics development. The content 

from several sources like social media, web logs, scientific 

studies, sensor networks, business transactions etc. are 

growing rapidly. Deriving useful information for decision 

making from such large data, fusing the information from 

several sources would be a challenging task.  

V. BIG DATA SECURITY ISSUES AND 

CHALLENGES 

 There is an increasing need of research in 

technologies that can handle the vast volume of data and make 

it secure efficiently [5]. Current Technologies for securing data 

are slow when applied to huge amount of data. Big data is used 

by many enterprises, organizations for marketing and research 

but they may not have fundamental assets particularly for 

security perspective. If a security threat occurs to big data, it 

would become even more serious issues.  

A. Top 10 security & Privacy Challenges: 

 Secure computations in distributed programming 

frameworks. 

 Security best practices for non-relational data stores. 

 Security data storage and transactions log. 

 End-point input validation/filtering. 

 Real-time security monitoring. 

 Scalable privacy-preserving data mining and 

analytics. 

 Cryptographically enforced data centric security. 

 Granular access control. 

 Granular audits. 

 Data provenance. 

The above challenges are grouped into four broad components 

by Cloud Security Alliance (CSA). They are, 

 Infrastructure Security. 

 Data Privacy. 

 Data Management. 

 Integrity and Reactive Security 

In most cases, the distributed system’s computations have a 

limited protection; say one or two levels [11]. At some or the 

other point, connections security and the encryption of access 

control will be ineffective and inaccessible. Automated data 

transforms needs extra security norms, which are frequently 

unavailable. Suggested detailed audits are not periodically 

done in Big Data because of the massive amount of data being 

involved. Because of the big data size, its stock is not always 

tracked or monitored. 

 
Figure 2: Classification of the top 10 challenges 

B. Strengthen Big Data Security: 

 By using cloud computing that the possible route of 

enhancing the security of Big Data is via the constant 

growth of the antivirus industry. 

 Another way of protecting data is by using VPN. 

 Concentrate on security of the application, rather than 

security of the device. 

 Deploy real-time security information. 

 Supply proactive and reactive security. 

 

VI. PROPOSALS TO ADDRESS BIG DATA 

SECURITY 

 The basic and more common solution for this 

includes encrypting everything to make data secure regardless 

where the data resides (data centre, computer, mobile devices 

or any other). As Big Data grows and it’s processing gets 

faster, then encryption, masking and tokenization are critical 

elements for protecting sensitive data [15]. Due to its 

characteristics, Big Data projects need to take into consider the 

identification of the different data sources, the origin and 

creators of data as well as who is allowed to access the data. 

As recommendation, different security mechanisms should be 

closer to the data sources and data itself. In order to provide 

security right at the origin of data, and mechanism of control 

and prevention on archiving, data leakage prevention and 

access should work together. 

CONCLUSION 

 This paper described the big data concept, its 

characteristics and importance. Effectively managing and 

prioritizing the volume, velocity, variety, veracity and value of 

data requires human insight, a multipronged approach and 

multiple layers of defence. Using big data tools to analyze the 

massive amount of threat received daily, and correlating the 

different components of an attack, allows a security vendor to 

continuously update the global threat intelligence and equates 

to improved threat knowledge and insight. It initiates a 

collaborative research effort to begin examining big data issues 

and challenges. Big Data is also changing things in the 

business world. Companies are using big data analysis to target 

marketing at very specific demographics. To accept and adapt 

to the new technologies, many challenges and security issues 

exist which need to be brought up right in the beginning before 

it is too late. All those issues and challenges have been 

described in this paper. These challenges and issues will help 
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the business organizations which are moving the technology 

for increasing the value of the business to consider them right 

in the beginning and to find the ways to protest them. By 

reducing risk, they avoid potential recovery costs, adverse 

brand impacts, and legal implications. The future of big data is 

unlimited and evolution is unimaginable. Hence the hope is to 

develop better and better techniques and technologies towards 

finding solutions for big data security. 
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