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Abstract: Ad hoc wireless network is a collection of 

nodes that is connected through a wireless medium 

forming a rapidly changing network topologies, ad hoc 

wireless network is a decentralized type of network. 

This makes them vulnerable to a variety of attacks 

which affects the reliability of data transmission 

within the network. Attacks on ad hoc wireless 

networks disrupt the overall performance and 

reliability of network. For example an adversary node 

can selectively choose a path in the network and make 

it a compromise node or jam all the nodes in the 

network. In order to provide a secured communication 

in an ad hoc network environment we propose a 

randomized multipath routing algorithm. In 

randomized multipart routing algorithm [RMR] 

multiple paths are computed in a random manner, each 

time an information packet needs to be sent, such that 

the set of routes taken by various shares of packets 

keeps on changing from time to time. As a result, a 

large number of routes can be potentially generated for 

each source and destination and also perform 

encryption technique to provide high level of security. 
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I. INTRODUCTION 

  Multipath routing is the routing technique [1, 

2] of using multiple alternative paths through a 

network, which can yield a variety of benefits such as 

fault tolerance, increased bandwidth, or improved 

security. The multiple paths computed might be 

overlapped, edge-disjointed or node-disjointed with 

each other. Other than this it also works with the 

overlapping of the nodes. Multi-path routing achieves 

load balancing [16] and is more resilient to route 

failures. Performance evaluations of protocols showed 

that they achieve lower routing overhead, lower end-

to-end delay and alleviate congestion in comparison 

with single path routing protocols. However, a 

quantitative comparison of multi-path routing 

protocols has not yet been conducted. 

  In randomized multipath routing, we use a 

three phase approach for secure information delivery 

in ad hoc wireless network, in the first approach secret 

sharing of information is done. In the second phase 

randomized propagation of each information share is 

performed. In the third phase normal routing with 

minimum number of hopes from source to destination 

is computed. When a source node want to send a 

packet to the destination it first breaks the packet into 

P shares, according to a (P, K) threshold secret sharing 

algorithm [4, 15]. Each share is then transmitted into 

source randomly selected neighbor. That neighbor 

continue to forward that share, it has received to other 

randomly selected neighbors, and so on. 

II. LITERATURE SURVEY 

In [5], the author deals with the vision of 

nomadic computing with its ubiquitous access have 

stimulated much interest in the Ad Hoc Networking 

(ANET) technology. However, its proliferation 

strongly depends on the availability of security 

provisions, among other factors. In ANET 

environment any node can maliciously or selfishly 

disrupt and deny communication of other nodes.  

In [6, 9], the authors presented and evaluated 

the Secure Message Transmission (SMT) protocol, 

which safeguards the data transmission against 

arbitrary malicious behaviour of other nodes. SMT is a 

lightweight, yet very effective, protocol that can 

operate solely in an end-to-end manner. It exploits the 

redundancy of multipath routing and adapts its 

operation to remain efficient and effective even in 

highly adverse environments. 

In [7], secure data forwarding approach is 

developed based on feedback exchanged between the 

two communicating end-nodes. This feature enables 

effective communication even under highly adverse 

conditions. Moreover, features such as low-cost 

encoding and validation mechanisms, and partial 

retransmissions render the scheme efficient. By 

relying solely on the end-to-end security associations, 

SMT can secure effectively the data transmission 

without prior knowledge of the network trust model or 

the degree of trustworthiness of the intermediate 

nodes. 

In [8,10], the author’s deals with the 

emergence of the Ad Hoc Networking technology 

advocates self-organized wireless interconnection of 

communication devices that would either extend or 

operate in concert with the wired networking 

infrastructure or, possibly, evolve to autonomous 

networks. In either case, the proliferation of ANET-

based applications depends on a multitude of factors, 



International Journal of Trend in Research and Development, Volume 2(5), ISSN 2394-9333 

www.ijtrd.com 

IJTRD | Sep - Oct 2015 

Available Online@www.ijtrd.com     222 

with trustworthiness being one of the primary 

challenges to be met. Despite the existence of well-

known security mechanisms, additional vulnerabilities 

and features pertinent to this new networking 

paradigm might render such traditional solutions 

inapplicable. In particular, the absence of a central 

authorization facility in an open and distributed 

communication environment is a major challenge, 

especially due to the need for cooperative network 

operation. In particular, in ANET, any node may 

compromise the routing protocol functionality by 

disrupting the route discovery process. In this paper, 

we present a route discovery protocol that mitigates 

the detrimental effects of such malicious behavior, as 

to provide correct connectivity information.  

In [11], an efficient secure routing protocol is 

proposed for ad hoc networks that guarantees the 

discovery of correct connectivity information over an 

unknown network, in the presence of malicious nodes. 

The protocol introduces a set of features, such as the 

requirement that the query verifiably arrives at the 

destination, the explicit binding of network and 

routing layer functionality, the consequent verifiable 

return of the query response over the reverse of the 

query propagation route, the acceptance of route error 

messages only when generated by nodes on the actual 

route, the query/reply identification by a dual 

identifier, the replay protection of the source and 

destination nodes and the regulation of the query 

propagation. The resultant protocol is capable of 

operating without the existence of an on-line 

certification authority or the complete knowledge of 

keys of all network nodes. 

In [12], a new adaptive multipath routing 

algorithm is developed based on Bayesian model that 

defines the basic security requirements for secure 

communication model. It minimizes the consequences 

of security attacks deriving from collaborating 

malicious nodes in ANET. 

 

III. IMPLEMENTATION OF PROPOSED 

ALGORITHM 

In traditionally, counter-attack approach is used as a 

two-step process.  First, the packet is broken into M 

shares using a (T, M)-threshold secret sharing 

mechanism [14]. The original information can be 

recovered from a combination of at least T shares.  

Second, multiple routes from the source to the 

destination are computed according to some multipath 

routing algorithm. 

  Three security problems exist in the above 

counter-attack approach [13]. First, this approach is no 

longer valid if the adversary can selectively 

compromise or jam nodes.  Second, actually very few 

node-disjoint routes can be found when the node 

density is moderate and the source and destination 

nodes are several hops apart. Last, the set of routes is 

computed under certain constraints, the routes may not 

be spatially dispersive enough to circumvent a 

moderate-size black hole. 

In order to overcome above problem we 

propose a randomized multipath routing algorithm that 

can overcome the above problems. In this algorithm, 

multiple paths are computed in a randomized way 

each time an information packet needs to be sent, such 

that the set of routes taken by various shares of 

different packets keep changing over time. As a result, 

a large number of routes can be potentially generated 

for each source and destination and also perform 

encryption technique to provide high level security. 

The advantage of this algorithm is adversary node has 

to compromise or jam all possible routes from the 

source to the destination, which is practically not 

possible. Because routes are now randomly generated, 

they may no longer be node-disjoint. Using the 

encryption technique [7] it is impossible to hack the 

threshold value so that adversaries cannot acquire the 

packets. 

The figure -1 shows, the user sending data to the 

server, splitting the data into shares, encryption in 

server and how packets take the various paths in 

routing using randomized multipath algorithm and 

reaching the destination. 

 

 

Figure 1: Proposed System Architecture 
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IV. DETAILED DESCRIPTION OF THE 

PROPOSED SYSTEM 

The figure.2 shows the complete process of the 

proposed system. The data’s are divided into shares, 

encrypted and assigned a TTL value .The source 

randomly selects the first router to send the first share 

and then routers dynamically select the neighbour 

according to the destination. The data’s are decrypted 

in destination and reconstructed according to the TTL 

value. 

 

Figure.2 Completer Process of Counter Attack 

 

It first breaks the packet into M shares, according to a 

(T, M)-threshold. Each share is then transmitted to 

some randomly selected neighbor.  In each share, there 

is a TTL field, whose initial value is set by this 

module to control the total number of random relays.  

It automatically finds the number of destinations. 

Sender can select the one destination using this 

module. 

Router will continue to relay the share it has received 

to other randomly selected neighbors.  After each 

relay, the TTL field is reduced by 1. When the TTL 

value reaches 0, the last router to receive this share 

begins to route it toward the destination.  The effect of 

route depressiveness on bypassing black holes. This 

module only collects the data from routers.  Then In 

each share, there is a TTL field, whose initial value is 

set by the server to control the total number of random 

relays. Once the Destination collects at least T shares, 

it can reconstruct the original packet. No information 

can be recovered from less than T shares. 

 

CONCLUSION 

 

In this paper, we have discussed the problem of 

exchanging the packets in a secured manner. We have 

developed a randomized multipath routing algorithm 

to provide additional security levels against 

adversaries attempting to acquire these packets.  Ad 

hoc network require a high level security, our current 

work is based on the assumption that there is only a 

small number of black holes in the ad hoc network. In 

reality, a stronger attack could be formed, whereby the 

adversary selectively compromises a large number of 

nodes that are several hops away from the sink to form 

clusters of black holes around the sink. 
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