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Abstract: Computing technology is the development direction
of IT industry, and has become one of the most advanced
technologies in various countries. At present, the bottleneck of
cloud computing is cloud security. Cloud security is mainly
reflected in the user data privacy protection and the traditional
Internet, hardware, equipment security in these two areas. The
traditional anti-virus mode is no longer suitable for the new
network security situation. With the popularity of the Internet,
various Trojan rampant, especially to profit for the purpose of
the number of hacking Trojans soared. Trojan horse in all
Internet security threats accounted for more than 90%, has
replaced the virus has become the most important threat facing
the internet. The proposed work is the general overview of the
existing work that will be meaningful.
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I. INTRODUCTION

Computing technology is the development direction of IT
industry, and has become one of the most advanced
technologies in various countries. At present, the bottleneck of
cloud computing is cloud security. Cloud security is mainly
reflected in the user data privacy protection and the traditional
Internet, hardware, equipment security in these two areas. To
achieve cloud security, you have to solve several problems.
Finally, point out the specific use of cloud security technology
to solve cloud security issues, and attached to the cloud security
investigation report.

Cloud computing is currently the most popular topic,
Google, Microsoft, IBM, and SUN have released cloud
computing plans and related products. Through the network
will be huge computing program automatically split into
numerous smaller subroutines, by searching, calculating, make
huge system composed of many servers after the analysis
results will be sent back to the user. Through this technology,
network service providers can reach tens of millions or even
billions of information in a matter of seconds to achieve the
same powerful network services as supercomputers.

Cloud computing this calculation model is applied to the
field of information security, so as to produce a new anti-virus
concept called cloud security, cloud security is the concept of
enterprise creation, become an independent school in the
international cloud computing. It will anti-virus software in the
past passive, anti-virus upgrade to take the initiative to detect
web security risks, thereby actively blocking malicious network
code, in order to protect the network and personal computer
security.

According to the monitoring data of rising company and
other domestic companies, the number of computer viruses has
increased explosively in recent years, and has spread quickly
and has a wide range of hazards. More than 20 thousand new
virus programs are present every day. Now, the virus's
production speed almost reached the limit of security vendors'
detection and analysis capabilities. The emergence of new
viruses and the growing feature library of viruses have greatly
increased the difficulty of security vendors in capturing and
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processing virus samples. Traditional anti-virus software
mainly through the characteristics of the code compared to
intercept and kill viruses, the relevant data show that each
security vendor can only capture about 10% of the new virus
every day. The traditional anti-virus mode is no longer suitable
for the new network security situation. With the popularity of
the Internet, various Trojan rampant, especially to profit for the
purpose of the number of hacking Trojans soared. Trojan horse
in all Internet security threats accounted for more than 90%, has
replaced the virus has become the most important threat facing
the internet. Trojan is often hidden in the user's computer
system, forcing pop-up advertising, recording keyboard
information, illegal access to user files, stealing online banking,
online accounts. To profit for the purpose of Trojan horse,
according to customer demand, customization, development
and other characteristics, Trojan behind the formation of a huge
black industry chain. According to reports, the horse industry
chain has developed very perfect, and Trojan production,
communication, control, free to kill the packers, broiler
hacking, fence the division is quite clear, forming a perfect line
and the growth rate is very alarming. The commercial hacker
group with Trojan horse as the main tool poses a great threat to
the Internet economy.
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Fig. 1. The Cloud Computing Paradigm and Model

Il. THE PROPOSED METHODLOGY

Definition of cloud computing. Cloud computing is the
development of distributed processing, parallel processing and
grid computing, or the commercial realization of these
computer science concepts. It is a super computing model based
on internet. It uses the transmission capacity of high-speed
Internet to deal with data from a personal computer or server to
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a super computer cluster on the Internet, the computer server
group is the industry standard by tens of thousands of Taiwan is
very common, by a large data processing center management.
Cloud computing is a virtual pool of computing resources,
which provides users with computing resources in the resource
pool via the internet. Complete cloud computing is a dynamic
computing system that provides managed application
environments that dynamically deploy, dynamically distribute
computing resources, and monitor the use of resources in real
time. Cloud computing, the emerging method of sharing
infrastructure, is facing an ultra large scale distributed
environment, the core is to provide data storage, data
processing and network services. In fact, the simplest and most
original cloud computing is already ubiquitous on the Internet,
such as search engines, web mailboxes, and so on.

Definition and development of cloud security technology. In
the field of network security, the traditional methods for the
discovery of the virus antivirus, anti virus samples analysis by
the engineer of the Virus Inc, and then according to the samples
of the virus code uploaded to the virus database, the user
through the timing or manually update the virus database, to get
upgrade anti-virus protection software.

But in this way, the virus code updates more troublesome,
users upgrade antivirus software every day, it also consumes
memory and bandwidth. Build a powerful cloud around the
world through the server, the virus code in the cloud is
completely able to intercept the virus, and it also greatly reduce
the client's processing task, reduce client memory, without time
anti-virus and upgrade software. Because clouds and clients
interact with each other through the Internet at any time, all
calculations are carried out on the cloud, which saves costs and
time, effectively controlling the spread of the virus. This is the
"cloud security”, it combines the parallel processing and grid
computing, the behavior of unknown viruses other emerging
technologies and concepts to determine, through in the network
monitoring software abnormal behavior in a large network of
clients, get the latest information on the Internet, malicious
Trojan program, sent to the Server side for automatic analysis
and processing, then viruses and Trojans solutions distributed
to each client. The whole Internet is a huge "antivirus
software”, the more participants, the more secure each
participant, the entire Internet will be more secure.

Internationally  renowned  security vendors, trends,
technology and domestic rising has played a "cloud security"
slogan, which for users, is undoubtedly a huge positive. Of
course, not only is the anti-virus vendors, international well-
known security vendor Web Web-sense, in the aspect of
malicious code collection and emergency response also make
full use of the characteristics of cloud computing, with its
deployment in the global scope of grid computing, can timely
response to network attacks appear constantly new, provide
strong support to update the virus database. Moreover, the
application of cloud computing in the security field greatly
promotes the changes in the traditional security industry, and
perhaps in the near future, security vendors will follow the
trend, and truly realize the "software as a service™ marketing
model.

Cloud security policy. In view of the current grim security
situation in the Internet, in order to fully respond to the
challenges of the Internet security situation, domestic security
vendors quickly introduced a security system that focuses on
the entire Internet Defense, that is, cloud security. Cloud
security is the latest manifestation of network security in the
Internet era, cloud security is derived from the concept of cloud
computing, cloud computing, P2P technology, parallel
processing technology hybrid development, the natural
evolution of the results. By a large number of client (client)
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abnormal monitoring of software and software behavior, collect
and summary of the latest malware, spam or phishing websites,
get the latest information on viruses and other malicious
programs in the internet. Once an exception is detected, it is
submitted to the cloud (server group) for automated analysis
and processing in a timely manner, and the solution is fed back
to each client. The entire Internet is a huge malicious threat fast
passive response system, it will be a large number of users to
integrate organically, sharing all voluntary users to join security
threats submitted information. The more users involved, the
safer each participant will be, the more secure the entire
Internet will be. This is a major breakthrough in anti-virus
software, which can respond quickly to new threats, greatly
reducing the pressure on the client and maximizing the power
of the public.

The core of cloud security is to detect and identify the entire
network risks and threats at the fastest possible speed and give
early control. In recent years, memory consuming feature files
have grown exponentially. Cloud security keeps most of the
feature files in the cloud, while keeping the minimum number
on the client side. This approach reduces bandwidth
consumption and provides faster and more comprehensive
protection in time. The core of the cloud security program is to
allow users to participate in the prevention and killing process.
Because a large number of virus samples are acquired through
the client, that can be changed from antivirus to antivirus.

Cloud security is also a good way to deal with growing
spam. Spam sends the same content to millions of receivers.
Spam can be filtered and dealt with by collaborative computing
on a large scale of users. The working principle: the client first
for each message received can only calculate the mark
recognition, the number of copies of the same message statistics
by comparing the mark, when the copy number reaches a
specified number, you can determine the mail is spam. Each
user who joins the system is not only the object to receive the
service, but also a terminal to realize the distribution statistics.
This large-scale statistical method of filtering spam is not prone
to miscarriage of justice, and practical. Use a large number of
clients to work together to build a spam firewall.

Limitations of Cloud Security. The more clients, the more
secure each user is, because a large group of users is enough to
cover every corner of the Internet, and as soon as new threats
emerge, they are immediately detected and intercepted. But to
build cloud security, and to achieve normal operation, is not
easy. First of all, the need for massive client and broad user
market distribution. The more clients there are, the more
sensitive it is to the identification and detection of various
threats on the internet. No matter which client encounters a
threat, it can respond at the first time and submit it to the cloud
for analysis and processing, and then feed-back the threat
solution to each client.

Secondly, strong core technology and rich experience in
anti-virus cannot be separated. Network threats are detected,
should be analyzed at the first time, which requires excellent
technology, otherwise it cannot achieve the fast response of
cloud security.

We need to put in a lot of manpower, money and
equipment. Cloud security requires security vendors have a
strong technical team and ongoing research, while the server,
bandwidth and other aspects of the need for a lot of money
invested. Cloud security is based on cloud database and cloud
computing, security program programming is very different,
and the establishment of cloud database also requires security
vendors have a certain size and financial strength. The key to
the implementation of cloud computing is how to decompose a
task effectively and assign sub tasks to parallel servers in
different regions. To truly play the role of cloud computing, not
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only need the corresponding professional software support, but
also need a strong mass of data processing capabilities.

Cloud security should be an open system that allows other
security vendors to join and be compatible with cloud security.
For ordinary users even if users use different anti-virus
software or different security vendors can share cloud security,
cloud security and safety results, it can realize the true meaning
of the participants more security "on cloud security. In practice,
however, these are not easy to implement.

Finally, user privacy is always a very important issue that
security vendors cannot avoid, and cloud security contains risks
related to user privacy. Security vendors define the extent to
which users' secrets can be detected and collected in a user
agreement. If unilateral determination appears to be contrary to
fairness, legislation is needed to regulate it. To adapt to the
arrival of the era of cloud security, the existing legal system
will have a process of adjustment, there are still many problems
we need to solve.

CONCLUSION

Cloud security shifts the computing power of the original
client to the cloud, thereby reducing the pressure on the client.
There is no denying that cloud security is the future direction of
network security. Cloud security can maximize the release of
user computer system resources, for users, do not frequently
upgrade the virus library and feature code, and security
protection is more comprehensive, fast and perfect. More
important is to subvert the traditional post virus feature code
defense model. With the rapid development of the Internet, new
threats are always emerging. Although the debate about cloud
computing is mixed, the hospital must guarantee the security of
the information to the users. In the development of computer
network technology more and more time, we must pay attention
to personal information security and data security issues,
strengthen security and defense technology research, the daily
work and life network technology to better serve the people.
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