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Abstract: This article focuses on the development of a multi-
layered optimal classifier to analyze call data records and
predict telecommunication fraud. The multi-layered optimal
classifier comprises models such as the non-homogeneous
poison process (NHPP), Naive Bayes model, multivariate data
sample analysis model, Linear Discriminant Analysis (LDA)
leveraging Fisher’s model, and Fuzzy function -classifier.
NHPP is used to estimate the individual subscriber’s
probabilities of fraud concerning their average number of calls
per day and the duration of the calls and this is known as the
prior probabilities. The Naive Bayes model is used to generate
the posterior or current probabilities of fraud from the prior
probabilities. The multivariate data sample analysis generates
the inverse of a variance-covariance pooled dispersion matrices
(S-1), which is a component of Fisher’s model while Fisher’s
itself establishes a critical value of posterior probability above
which a subscriber is considered to be likely fraudulent. The
Fuzzy variable function scans through the call content or
conversation of likely fraudulent subscribers for at least a fraud
keyword and generates a fuzzy variable zero “0” if it exists,
else a fuzzy variable one “1”. The Fuzzy function model yields
a posterior probability of 1 when the fuzzy variable is zero but
the posterior probability remains unchanged if the fuzzy
variable is 1.
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I. INTRODUCTION

In today’s world especially in Nigeria, telecommunications
network management requires extremely rapid decision-
making methods that are data mining driven. The Association
of Certified Fraud Examiners outlined fraud as “the use of
one’s occupation for personal enrichment through the
deliberate misuse or application of the organization’s resources
or assets (ACFE, 2019; Ojugo, Akazue, Ejeh.,Odiakaose, and
Emordi, May 2023; ). Within the technological systems,
dishonorable actions have happened in several areas of
everyday life like telecommunication networks, mobile
communications, online banking, and E-commerce (Akazue,
Asuai, Edje, Omede, andUfiofio. July 2023;Akazue and
Augusta, 2015;0kofu, Akazue, Ajenaghughrure, and Efozia,
2018). There is exponential growth in fraud as modern
technology is growing fast, leading to substantial losses to the
companies (Akazue, Onovughe, Omede, and Hampo, 2023; ).
There is a need to explore more on the fraud detection issue. It
involves distinguishing fraud as early as possible once it is
been detected.

Fraud is exposed to anomalies in data and patterns. It is quite
hard to be certain about the legitimacy of and intention behind
an application or transaction. In a real-time network, the
volume of collected datasets creates a challenge for analysis,
methods, and tools supporting network management tasks
(Mwanje, Decarreau, Mannweiler, Naseer-Ul-Islam and
Schmelz, 2016; Ojugo and Ekurume, 2021; Okofu, 2018;
Okofu, Anazia, Akazue.,Ogeh, Ajenaghughrure, April 2023).
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For example, how to recognize and identify sudden fraud
behavior problems or issues that could prevent large amounts
of customer traffic, and how to find network regions and
elements that require optimization. These issues are found in
routine network management processes.

In the telecommunications industry, fraud continues to affect
profitability as the problem results mainly in damages in the
financial field since fraudsters are currently "leaching” the
revenue of the operators who offer these types of services
(Berson, Ngai, and Chau, 2015; Ojie, Akazue, and Imianvan,
2023). The main definition of telecommunication fraud
corresponds to the abusive usage of an operator infrastructure,
this means, a third party is using the resources of a carrier
(telecommunications company) without the intention of paying
for them. Other aspects of the problem that cause a lower
revenue, are fraud methods that use the identity of legitimate
clients to commit fraud, resulting in those clients being framed
for a fraud attack that they never committed. This will result in
client’s loss of confidence in their carrier, giving them reasons
to leave. Besides being victims of fraud, some clients do not
want to have any business to do with a carrier that has been a
victim of fraud attacks. Since the offering of the same services
are available from multiple carriers, the client can always
switch very easily between them (Berson et al., 2015). Table
1.1 shows the dimension of the "financial hole" generated by
fraud in the telecommunications industry and the impact of
fraud on the annual revenue of the operators.

This area appealing to some fraudsters. One is the difficulty in
the location tracking process of the fraudster; this is a very
expensive process and requires a lot of time, which makes it
impractical to track a large number of individuals. Another
reason is the technological requirements to commit fraud in
these systems. A fraudster does not require particularly
sophisticated equipment to practice fraud in these systems
(Bhattacharya, 2011). All these pieces of evidence generate the
need to detect fraudsters most effectivelyto avoid future
damage to the telecommunications industry. Data mining
techniques are suggested as the most valuable solution since
theyallowfor identifying fraudulent activity with a certain
degree of confidence. It also works especially well in large
amounts of data, a characteristic of the data generated by
telecommunications companies (Akazue and Ajenaghughrure,
2016). To detect real-life telecommunication fraud from call
data records of customers captured over the network, a
sequence of multi-layered fraud prediction models can be
applied for optimum results. This calls for the use of the Non-
Homogenous Poisson Process (NHPP) to estimate the prior
probabilities of the customers’ behavior. By developing the
Bayesian Statistics, i.e., Naive Bayesian algorithm, posterior
probability can be ascertained. From the posterior probabilities
/ current probabilities of fraud, data samples for multivariate
analysis are obtained. Thus, by applying multivariate data
sample analysis methodology and developing a linear
discriminant analysis for classifying the posterior probabilities
of subscriber fraud behavior, a critical value (benchmark) for
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Table 1.1: Global Telecommunications Industry Annual Lost Revenue (CFCA Fraud Loss Survey, 2021)

REVENUES 2008 2011 2013 2015 2017 2019 2021
Estimated Global |y 7 vinion | 2.1 trillion |2.215 trillion| 2.254 trillion | 2.299 trillion | 1.625 trillion | 1.8 trillion
Revenue (USD)
Lost Revenue to | ¢, 1 pilion | 40.1 billion | 46.3 billion | 38.1 billion | 29.2 billion | 28.3 billion | 39.87 billion
Fraud (USD)

% Loss 3.54% 1.88% 2.09% 1.69% 1.27% 1.74% 2.22%

subscriber behavioral classification is obtained. An enhanced
optimal classifier can be achieved by exploring the fuzzy
variable function in analyzing the call content/conversation to
detect fraud keywords and classify customers as regular or
fraudulent callers (Akazue, Ojeme, and Anidibia, 2014).

Telecommunication service providers suffer high revenue
losses due to fraud. The negative effect of fraud on business
success is high especially in this era of stiff competition when
robust business intelligence in the mobile telecommunication
market is pertinent (Efozia, Anighbogu, and Akazue, 2019). The
losses range from the cost of convincing a new customer to use
the provider’s services to the cost of retaining existing
customers. Subscription fraud, social engineering, and even
financial fraud are prevalent among many other kinds of fraud
carried out on the telecommunication system. Apart from the
threat to business success, fraud also poses existential threats
like heart attack, depression,etc. to victims. Although efforts
have been made by researchers to mitigate telecommunication
fraud, these efforts have not yielded significant results as the
rate of fraud and its effect is still on the increase.

Il. REVIEW OF RELATED WORKS

Similar works abound in the field of artificial intelligence and
data mining. Ojugo and Eboka, (2020) developed a magnetic
algorithm for short messaging spam filters using text
normalization and a semantic approach, while Akazue and
Ojeme (2014) built a data mining system for phone businesses.
The major application of these varying data mining concepts
includes a survey of e-commerce transactional fraud (Akazue,
2015), protection of e-commercetransactions by identifying
fake online stores (Akazue, Aghaulor and Ajenaghughrure,
2015), and real-time big data sentiment analysis (Zaki, Hashim
and Mohialden, 2020). Other areas of mobile phone
communication fraud explored in literature such as using
smartphones for phishing and social engineering among
Nigerian undergraduate students and mobile phone clients etc
are all based on data mining model for fraud (Akazue, Ojugo,

Yoro, Malasowe, and Nwankwo 2022); (Eboka and Ojugo
2014)

A. Telecommunication Fraud Dimensions

According to Babaei, Chen, and Maul (2020), fraud was
highlighted as a serious issue in most telecommunication
systems as it leads to financial losses as well as loss of
customers. Telecommunication fraud represents the abusive
usage of an operator’s infrastructure. The carrier and the client
are the major victims. Apart from financial reasons, other
motivations such as political motivations, personal
achievements, and self-preservation make the criminals
motivated to commit the attacks (Becker et al, 2009). Some
identified fraud dimensions include superimposed fraud,
subscription fraud, technical fraud, internal fraud, network
anomaly-based intrusion, social engineering, and hybrid shoer
message service spamming (Jodo and Sousa, 2014; Kimmo,
2009; Ojugo, Oyemade, and Ekurume, 2021). Figure 2.1
highlights the fraud methods and incidences in the year 2019
worldwide (CFCA Fraud Survey, 2019).

B. Analysis of the Existing System

The existing system is an optimal computation model
developed by Amujiet al.(2019). They analyzed synthetic
simulated data generated from Minitab software. They
simulated a sample of eighty (80) subscribers: their number of
calls and the duration of the calls and categorized it into four
sub-samples with a sample size of twenty (20) each. They
obtained the prior and posterior probabilities of the groups and
these posterior probability distributions were grouped into two
sample multivariate data with two variates each. They
developed the linear classifier that discriminates between
genuine subscribers and fraudulent subscribers. The optimal
classifier ( A B+ ) has a posterior probability of 0.7368, and
they classified the subscribers based on this optimal point.
Their work focused on domestic subscribers and the
parameters of interest were the number of calls per hour and
the duration of the calls.

Estimated Fraud Losses by Method
(in $ USD Billions)

$- $0.50 $1.00 $1.50 $2.00 $2.50
Subscription Fraud (Application) s1.9
$1.8
PBX Hacking $1.8
$1.8
Wangiri (Call Back Schemes) $1.8
$1.6
Dealer Fraud 51.4
$1.3
Account Takeover $1.2
$1.1
Phishing / Pharming $1.1
S1.1
Abuse of Service Terms and Conditions $1.1
51.0
Spoofing (IP or CLI/ANI) $1.0
$0.9
Social Engineering $0.9

Pre-Paid Equipment & Services
Voicemalil Hacking (Not associated with PBX Hacking)
Signalling Manipulation and False Answer Supervision

10T

Other (please specify) $0.2

Figure 2.1: World Wide Telecommuni
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C. Weakness of the Existing System in Relation the Proposed
System

The work classified subscribers as fraudulent or non-fraudulent
only based on the posterior probability values which is a
function of call frequency and duration. This classification
benchmark will not give high accuracy because a genuine
customer could have a very high posterior probability due to
hyperactivity arising from legitimate business opportunities.
Therefore, the need for a fuzzy function classifier which is
dependent on the existence of a fraud keyword in the
subscriber’s call conversation cannot be overemphasized. The

proposed model includes a fuzzy function as a part of the

multi-layered  architectural model. The multi-layered
architectural model approach solves the problems of
inaccuracy arising from the computation of

unstructured/imbalanced fraud datasets by reducing the number
of customers classified as false positive, and thuds, improving
the accuracy of the classifier.

I1l. MODEL DEVELOPMENT

This session focuses on the development of the various models
that can be applied in building a computational model for
telecom fraud detection.

Two groups of multivariats data
zamplss of telacom subscribarz

v

Non-Homossneous Podzzon
Procazz (WHPP) Modal

l

Maive Bayesizn MModal

d
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~\

Sampla 2

.

analyziz
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/

v

Linear Dizcriminant
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v
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L F1: Frand — it ,
Thoszwith Probability = 1 tice Thoza with probability Lass than 1

4, r'y
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$ I

Group B: Genuine subsoribars

Fig 3.1: Tree Diagram for a Multi-Layered Optimal Classifier for Telecommunication Fraud prediction

A. Non-Homogeneous Poison Process

This is a subset of Poisson distribution which provides a
realistic model for random phenomena. Since the value of
Poisson random variables are the non-negative integers, a
random phenomenon for which a count is of interest is a
candidate for modeling by assuming a Poisson distribution.

Such a count included the number of telephone calls per unit of
time coming into the switchboard of a large business (service
providers). If certain assumptions regarding the phenomenon
under observation are satisfied, the Poisson model is the
correct model (Mostafaet al., 2018).

Hence, if {X n,n>0} is a sequence of independent identically
distributed exp(A) random variables, the counting process
{N(t),n>0} is called a Poisson process with parameter A and it
is denoted by PP(A). Thus, the first event counted by N(t) takes
place after an exponential amount of time with parameter A.
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The rest of the inter-event time are independent identically
distributed exponential with parameter A. NHPP(At) can be
thought of as a process that counts events that occur in a non-
uniform fashion (Barlow and Proschan, 1975; Field and Zidek,
1995), hence this work established critical assumptions for
NHPP(A).

Model Assumptions

The accounting process {N(t),n >0} is called a non-

homogeneous Poisson Process (NHPP(At)) with a rate function
{A(D),t = O} if

The number of events at time zero is equal to zero

i The number of events in non-overlapping time
interval are independent
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ii. O(h) —> some function of smaller order than which

. o(h
satisfies the condition lim Q =0
h—0

iii. The probability that exactly one event will occur in a
small interval of time t + h approximately equal to

A(t).h or

iv. The probability that no event occurs in the time
interval t + h is given by 1— A(t).h + 0(h).

V. The probability that more than one event will occur in
a small interval of time t + h is negligible

Vi. The events must occur at random.

Now, that it is feasible to write {N(2), t > 0)} ~ NHPP (4(.)).
This denotes that {N(t), t > 0) is a non-homogeneous Poisson
process with rate function A(.). When A(t) = A for all t > 0,
then NHPP becomes an HPP. Thus, NHPP is a generalization
of HPP. In both HPP and NHPP, events take place one at a
time (Field and Zidek, 1995).Hence, the predictive probability
models for this work are non-homogenous Poisson processes.
This is then given in egn. 3.5, while the Bayesian statistics
model is given in equation (3.6)

R.(t)= em{—it){{/%n} ‘n=0,... (3.1)

Where P,(t) = the probability of n number of calls at a given
time (t), A is the parameter (intensity) of the model and t is
time in minutes. Equation (3.1) model was used to determine
the prior distribution.

B. Naive Bayes Model

Suppose the events A;, Ay, .. ., A, , representing different

callers, form a sample space €2, that is, the events A; are
mutually exclusive but collectively exhaustive and their union

is ). Let B be any other event, say a fraudulent subscriber,
defined on a sample space Q2 .

Figure 3.2: Venn Diagram Characterising Mobile
Telecommunication Ecosystem

From Figure 3.2, let B given as same as:
B=QNB

Q=AUA UA U...UA,
B=(AUVA UAU..UA)NB

Now the joint or total probability (likelihood function) P(B)
can be determined from egn. 3.21
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B=(A NnB)U(A, "nB)U(A;nB)uU...u(A, NB)

= LnJ (A;nB)
i=1

P(B)=P(A, nB)+P(A, "B)+P(A; nB)+...
+P(A, nB)
P(B)=P(A)P(B/A)+P(A)P(B/A))+...
+P(A,)P(B/A,)

P(B)=iP(A>P(B/A)

P(ANB) _ P(A)P(B/A)
B S Ra)PBIA)

P(A/B) =

Equation (3.5) was used to simply validate Figure 3.2 for Proof
of Naive Bayes (Q)

Similarly, if the events & 4, @ », ..., 6 , form a sample space
Q, i.e., the events ©; are mutually exclusive but collectively
exhaustive and their union is ). Let y be any other event

defined on a sample space (2. Then, the Bayes theorem states
that

oY =y, 16 _PUIOIPO)
> P(y/6)P()

P(y) :ip(ei)P(y/ei)

P(yno,) _ P(y/6,).P(6)

P(Y=y/6)=
V=y10)==50) 3 P(y/6).P(6)

Where P(Y =y/#) = the conditional probability that the
random variable Y assumes a specific value y given that its

prior probability was & . Note that & = A is now a random
variable. = the likelihood function of the distribution.

Equation (3.6) is now the estimated Bayesian statistics model
used to determine the posterior probability. Hence, the
predictive probability data mining model is the model in
equation (3.6). The model is the Bayesian statistical model.

C. Multivariate Data Analytic Models

This model is used to analyze the posterior probabilities
derived from the Naive Bayes model where x;, x,, x3, Xp41
are the random call data variables or average call duration
(ACD) while x7, x5, X3, X,41 represents the mean random call
data variables/ACD.

In the case of fraud analysis, pooled sample dispersion matrix,
dispersion matrix, and inverse of the dispersion matrix were
determined for the developed computational model. The
dispersion (variance-covariance) matrix with three variants is
given by equation (3.7).
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sz—nx2 Y X, —n>‘<>‘<2 3 Xk~ MK,
=] Y%K, Y R, Y Kk - R,
Zx1><3—nx1x3 szxg—nxzx3 3 X -1k’

where n; and n, respectively stand for the first and second
samples. The variances (a measure of the width of distribution
for the call samples) are

30 30
2 T 2. 2 v 2.

Xy =2 X =nX"5 Xpp = DX, =nX,5

1 1

30 )
X33:ZX3 -

1
The covariance is

30

Xip= ZX1X2
1
30

Xp3 =D X, X5 —nX,X
1

The model representation in equation (3.8) is a symmetric
matrix, where the diagonal elements are the variances which
cannot be negative. The upper and lower entries are the
covariance

30
—nX, X, X3 = 2 X Xy —nX X
1

(3.8)

D. Linear Discriminant Function

The linear discriminant analysis is introduced to discriminate
between the normal subscribers and those who are fraudulent.
The main idea of discriminant analysis is a search for the
differences in two or more groups that consist of multivariate
measurements. One (or more) linear function(s) which
maximally differentiate(s) between these groups are
constructed. These functions are then used to classify new
members of similar groups into the appropriate group they
belong and differentiate them from the group they do not
belong. The main facts that do the differentiation are contained
in the pooled Dispersion matrix of the two groups (Onyeagu,
2003). Now, the Classification into one of two populations
with known probability distributions is presented as:

Let the probability that observation comes from subscriber
population K; be g; and from K, be g,. Let the probability
distribution function (pdf) of K; = P1(x) and K, = P,(x).LetR;
and R, be the regions of classification corresponding to
populationsK; and K,. Let R; andR,be defined as

R, : RO > Ci/2)q, i.e,the Cost of classifying
P() " C2/Dg,
population 1 into subscriber population 2, (3.9
R _CcW2,
R,: <
P,(x) C(2/1)q,

The above shows that R; and R,are Bayes procedures, that is,
R; and R, minimize the expected loss from costs of
misclassification. The classification into one of two known
multivariate normal populations is given as:

Let Ky ~ N, (u® V) and K, ~N (4@ ,V)

P (x) = (2;;)'%[\4'}/2 exp[—% (x -uY )Tv*l(x - )} ;i=1(3.10)
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P.(x) (27) /M yexp[ }/ (1) (X—,u(l)>]

V- )

P, (X) (27) /M}/exp[ }/ (2)
(3.11)

-0l 4l TV ) v i)

Then the optimal determlnatlon of the region x for which an
individual is classified to K; is

W — 1( )
x: 500 K}
(3.12)
Where K = C1,2q2
C,.0

By takingthe natural log of both sides, this gives equation
(3.12)

P (x)
W = {x:log = (3.13)
{ F’z(X)
“’)leogK

W=l TV o)
(3.14)

The left-hand side (LHS) of equation (3.13) inequality can be
expanded and rearranged to give

> log K }

W=_% I:tﬂ'];.r—lx_ el #a:- _ #a:.fl—;-l x+ ﬂ(l)rpv—l #(1:- _(IT];:—IX.

T #{J} _ ﬂa'TV_lx + #{Jl'Tp-l #(1:' )J

(3.15)
w=-% [— 2V A £ 2xTV @ g 0Ty O ,u(z)TV’l,u(z)J
(3.16)
W =22V - @) (- @)V 4 )]
(3.17)
W =x"V 7 (u® = 1 ®) = 1 (u® + u®)V (@ - @)
(3.18)
From equation (3.18), the first component of the function [
XV (™ — )] is Fisher’s Linear Discriminant
function, where the population dispersion matrix Vis

estimated by sample dispersion matrix S Hence, the
discriminant function employed in this work is called Fisher’s
linear discriminant function given in equations (3.19),

W=XTsHX®-X®) (3.19)

Where X' =(Xl,...,xp); S™' is the inverse of the

dispersion (var) matrix and ()?(l) - )7(2)) is the difference in

the mean vectors between two multivariate samples and W is
the linear discriminant function.

E. Fuzzy Variable Function Classifier

The last part of the analysis is the introduction of fuzzy
function (0;),0<i<1, into the model for classification
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purposes. The fuzzy function takes the value zero (0) where it
is established that the subscriber uses any of the sensitive
words from the fraud sensitivity list, indicating fraudulent
practices (e.g.“send your ATM pin”, ‘‘free call”, “browsing
cheat”, “BVN”), and one (1) otherwise

0 if sensitivewords are used
G. =
" |1 otherwise
(3.20)

The probability classification model for fraud detection among
subscribers in any telecommunication system is

Oj

P(y/6,).P(6)
- (3.21)

> P(y/6)P(©)

P(Yi) =

The model in equation (3.21) is the probability classifier
model, which has not been developed or used before. The
classification rule is now: classify the subscribers with a
probability of 1 as fraudulent subscribers and those with a
probability less than one as genuine subscribers. When the
subscribers have probability one, it implies that for sure, the
subscribers are fraudulent customers.

CONCLUSION

A multi-layered optimal classifier for telecommunication fraud
prediction leveraging probability models, linear discriminant,
and fuzzy functions is used to analyze subscribers’ call detail
records and classify them into fraudulent and non-fraudulent
subscribers. The multi-layered optimal classifier model is
applied in a complex telecommunication ecosystem in which
end users’ devices are connected to the base transceiver station
and the calls or communication between these subscribers are
captured and analyzed for fraud behaviour with the help of the
prediction model running in the mobile switching layer. It uses
the non-homogeneous Poisson Process model (NHPP) to
estimate the individual subscriber’s probability of fraud,
judging from the subscriber’s call to the average number of
calls made by all the subscribers in the same cluster. The
estimated probability from the NHPP model assumes the
random variable in the Naive Bayes model to calculate the
prior and posterior probabilities of fraud of the individual
subscribers. A telecommunication fraud classifier is built using
Fisher’s model to classify subscribers based on their posterior
probabilities. Also, a fuzzy function classifier which classifies
based on the existence of fraud keywords is developed and this
gives a higher classification accuracy. The multi-layered
optimal classifier relies on detecting abnormal events. These
abnormal events are characterized by relating the events to
symptoms associated with fraudulent events in the past. This
multi-level architecture enables effective fraud predictions
from huge imbalanced data.

The multi-layered optimal classifier architectural model has
given better classification results and accuracy when used to
implement the classification for fraud prediction of real-life
call data records captured from telecommunication networks.
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