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Abstract: In the era of digitalization social networking is most 

popular platform for the user to share or interact with each 

other‟s. Because of these interaction most sensitive personal 

data available to social networking sites. Today‟s world is very 

much dependent on the web applications, such as banking, e-

trading, e-commerce, etc. because of this privacy protection to 

user on social networks has become a research issues. 

Providing security to these web applications is very important. 

With hackers aimed to breakthrough this security using various 

attacks, as a traditional information stealing technique, 

phishing attacks still work in their way to cause a lot of 

privacy violation incidents. SQL injection attack is very 

common attack that manipulates the data passing through web 

application to the database servers through web servers in such 

a way that it alters or reveals database contents. While Cross 

Site Scripting (XSS) attacks focuses more on view of the web 

application and tries to trick users that leads to security breach. 

In this paper I am trying to know how these attacks are work to 

protect the user data. 
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I. INTRODUCTION 

In the digital world every organization or company such as 

banking, e-trading, and e-commerce want to reach to its 

customer quick and easily that why they prefer the web 

service. The social networking sites are most suitable to attract 

the customers for their services for that every organization or 

company create or maintained website. For the use these 

websites services first user need to register for that. User can 

share his/her personal information such as name, mobile 

number, address, account number in case of financial service, 

etc. the service provider must create database for the future 

use. Here the major concern is arising for data security. 

Providing security to these web service is very important, 

because they are storing the others personal and sensitive data 

for its own profit or gain. 

Some user uses this social media for its own benefits and they 

are very dangerous to other because the use this social 

networking sites to still the other information and use for own 

benefits the different type of attack applies to gain the access 

or information through this media some of the common type of 

attack is Phishing, SQL injection and Cross Site Scripting. 

II. TYPES OF WEBSITE ATTACKS 

A. Phishing 

Phishing is a form of social engineering in which some 

attacker impersonators electronic communications to trap users 

to provide their confidential information i.e. Steal user data is 

called Phishing. Such communications are usually through 

emails that trick users to visit fake web sites that in turn collect 

users‟ private information, such as passwords, credit card 

numbers, and social security numbers. Following Fig 1.1 and 

Fig 1.2 show some phishing attack example. 

 

Fig. 1.1 Email to provide the personal and bank information 

for UNPAID Fund to User account by the Handler of unknown 

person. The SMS is send to User for Win the 3.7 Cr to claim 

this amount send the personal information to unknown use 

email id. 

 
There is various method to collect the user personal 

information such as: 

a) Design the Fake Website-here the attacker uses the same 

domain as original but some extra code is inserted that to 

access the data. It looks like the real website. 

b) Design Pop-up- Instead of design a fake web site here 

the attacker inserts a piece of code that pop-up generates 

to redirect the data to attack.  

c) Website with validation- the attacker creates a website 

when the user input the credential the attacker redirects to 

original one and gain the access without knowing the 

user. 

d) Link manipulation- Misspelled URLs or the use of sub 

domains are common tricks used by phishers, such as this 

example URL, https://www.onlinesbi.com.sbi.org /.  

e) Pharming- Piece of code inserted to computer or server 

that redirect the user info to attacker. 

f) Phone Phishing-this is most commonly used attack here 

attacker send the SMS /Call the user and trick that the 

user credit card is expire for inconvenience share your 
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card no to extend the validity. Such types of attacks are 

coming under the phishing [2]. 

B. SQL injection 

Today every person can use web applications for example 

e-shopping, online bank transactions, reservations etc. for save 

the time and money. When the user goes through these 

services all the data and transaction information that is 

provided in these web sites is recovered and stored in the 

database. But the database where this information is stored is 

highly prone to SQL injection attacks. SQL injection attack is 

where the attacker inserts malicious SQL statements which 

may possibly give him access to the database or the 

information stored in the database or harm the web application 

or the web application users‟ privacy.  

SQL injection, also known as SQLI, Multi-tiered web 

application typically has three tiers- the web, Application and 

Database. The web tier interacts with the application layer 

which, interface with database, application with limited 

business logic, the database tier contains the database and 

Database Management System (DBMS). The database nothing 

but a relations or tables and each relation has no of Row and 

columns. For example, the college website displays the result 

of semester‟s student need to access this result with the help of 

correct credentials i.e. user id and Password. The college has 

the webserver to store this information in advance when the 

get the admission. Student need to enter the correct user id and 

password to access the result. The student enters the login id 

and password and click to submit button. The parameter is pass 

in the body of HTTP POST/GET request such as 

www.abccollege.org?s_ID=123 & Pass=123. The server 

application restores the form parameter and generate the SQL 

query such as select s_ID, Result from Student_Info where 

s_ID=123 and Pass=‟123‟ the result is shown to student as the 

correct id and password. Some application builds the SQL 

Queries using string concatenation and then submit the query 

to the DBMS. select s_ID, Result from Student_Info where 

s_ID=123 and Pass=‟123‟ or „a‟=‟a‟ here where clause is true 

even if first two are false the OR ensure that clause evaluate to 

true. 

The user entering part of an SQL commands as an input 

parameter, thus changing the semantics of the original query 

such attack is refer to as SQL Injection attack. The attacker can 

insert the condition which would always evaluate to true. E.g. 

„or „1‟= „1‟ - -, ′or 1=1; - - drop table logintable; - -, [1][3]. 

 

Here the user login with correct user id and Password. For the 

SQL Injection. 

 

C. Cross Site Scripting 

Cross site scripting (XSS) target the client-side scripting like 

HTML contents of the web page. This attack can affect 

ActiveX and Java Scripts. In XSS attacker tries to inject the 

HTML view with some scripts that runs on client side causing 

damage to users. The malicious code is created by the cleaver 

design of an attacker, not the developer. 

Social networking sites are used to target this attack by the 

attacker send the code embedded with the script <script> 

malicious code</script>. For example, the user wants to login 

in social networking site page the attacker sends the link that 

embedded the XSS Script. <script> alert („You have been 

hacked!‟) </script>whenever the script is run the alert message 

is come “You have been hacked” the user displays this 

message on screen. By using such malicious code attacker get 

the information without knowing the user [1] [5]. 

 

CONCLUSION 

In this paper explain how the Phishing, SQL injection and XSS 

attack is work through social networking sites. The user need 

to take precaution when he/she use the social network or, 

otherwise he/she is victim by attacker to Phishing, SQL 

injection and XSS attacks 
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