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Abstract: In this paper a study of Identity Management for
Fingerprint Biometric System is presented. Basic stages of
automatic fingerprint systems are explained and a comparison
study among three commercially available automatic
fingerprint recognition systems is also presented. This study
suggests that automatic fingerprint recognition systems
performs reliably well as far as recognition is concerned,
however there is a number of areas, such as liveness detection
and unsupervised recognition, need to be tackled for high
security applications, such as border control and anti-terror
activities.
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I.

subjects.
Nowadays
government
and
commercial
establishments are migrating their identification process from
semi-automated systems to fully automated systems. There
are many reasons for such migrations and some of them are
listed below:
A. More Accurate
Fully automated systems have developed to a level so that
they, in most of the cases, outperform manual or semiautomated systems. Algorithms developed to perform the
recognition are very advanced and take care of the variability
in the biometrics due to various reasons, such as ageing in
face, damage in fingerprints and so on [3]. Fingerprint sensing
technologies have advanced to a level so that high quality
imaging of finger print is now possible.

INTRODUCTION

Identity management (IM) is establishing identity of
a single person (subject) using one or more of the biometric or
non-biometric features. Biometric trait is a biological and
behavioral characterises of a subject, such as fingerprint, face,
gait (the way the subject is walking) and signature. Nonbiometric feature is anything other than biometric, such as pin
number, password and name. Fingerprint is a successful
biometric for establishing identity of the subject for a very
long time, more than a century. Fingerprint images were
captured by manual impressions using ink and identification
process was performed manually. This method of
identification were limited by many factors, such as poor
quality of capturing, short duration template of image, noproper algorithm for matching the fingerprints, manual
inspection lead for inaccuracies in matching process and time
inefficient process. In the digital age with high computing
power at very low cost, Automated Fingerprint Recognition
System (AFRS) has become part of our daily life at least in
many developed countries like USA and Japan. Some of its
applications are building access control, border control,
computer & network access, e-government, e-commerce and
forensic and criminology. However it should be noted that
manual inspection of fingerprints still exist in forensic and
criminology as they need specialized ways analyzing the
fingerprints as finger prints are not captured by standard
methods of fingerprint capturing technologies. Automatic
biometric based identity systems involve various stages, such
as enrolment, recognition and integration. Enrolment is the
stage where feature(s) of the subject is extracted and stored in
a database or in a document such as Identity Document (ID)
card and passport. Recognition is the process where features
of the subject is matched and recognized against the database
or identity document such as passport and Identity card.
Recognition process can be classified into two, 1:1 matching
(authentication) and 1: N matching (identification). 1:1
matching performed when a subject is matched and verified
against his identity document using biometric traits. Verifying
the picture in the passport against the holder of the passport is
basically 1:1 matching. 1: N matching is performed when a
subjects‟ biometric template is matched and checked against a
database contains template of biometric traits of many

B. Better time Efficiency
As ultra fast computing is becoming nowadays commonly
available, fast identification processing is now practical. Due
to that fingerprint matching algorithms now work with very
large database to establish identification. Very interesting
example is „unique Indian ID Project‟, which is currently
underway and aimed at enrolling India‟s whole population of
1.2 billion on its central data base with their biometrics and
demographic details and each Indian citizen will be given with
a unique ID.
C. Cost Effective
As computing and digital processing become cheaper, the
fully automated fingerprint identification systems, in
principle, are cost effective in the long run.
D. Adaptability
Computer programs and embedded systems are always
updatable and therefore AFRSs are also updatable. It is very
useful feature as any developments/improvements in any part
of the AFRS can be in cooperated in to the existing system
without interrupting the other parts of the AFRSs. The goal of
this is paper is to carry out a study on usability of automatic
fingerprint recognition in modern world applications. For this
study three commercially successful AFRSs is chosen and
using their specifications the systems are compared and
contrasted. Weaknesses of these systems are also identified as
a way forward for future work. Structure of the paper is as
fellow; Section 2 discusses biometrics technology in general
and compares a number commonly used biometrics traits.
Sections 3 explain the basic stages involved in a typical
fingerprint based biometric recognition system and briefly
discusses recent developments in AFRS. Section 4 compare
and contrast three fingerprint based recognition systems and
finally the paper is summarized in section 5.
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II.

BIOMETRICS TECHNOLOGIES
As mentioned already, the term “biometrics” can be
described as a characteristic or as a process. As a
characteristic it is a measurable biological (Anatomical or
Physiological) and behavioral characteristic that can be used
to recognize or identify a person. As a process it is a method
of identifying a person based on the person‟s measurable
biological (Anatomical or Physiological) and behavioral
characteristic. Physiological characteristics involve face
recognition, handprints and fingerprints, veins in hands,
capillary vessels in eyes, voice, iris and hand and finger
geometry while behavioral characteristics includes voice
modulations, hand drawing, signature style, gait and keystroke
dynamics. These distinctive characteristics usually do not
change during the adult life of a person. A typical automated
biometric system consists of five components such as
i) A sensor or transducer system to collect the biometric data
and convert it into digital format.
ii) Signal processing modules that build a template with the
collected data using certain algorithms.
iii) A database system where these template are stored.
iv) A matching algorithm (either 1:1 or 1:N) which compares
the new template with the template/templates stored in the
database.
v) A decision process (either fully automated or human
assisted) which makes a system level decision based on the
result from matching algorithm outcome.
The matching algorithm process as mentioned above
can be used as 1:1 matching where the subject is checked
against their own template stored in the identify document.
The algorithm is posed with the question, “Is this template
belong to Mr Smith or not?” Whereas in 1: N matching, the
claimants‟ template is checked against all the templates stored
in the database until a match is found. If no match is found,
the claimant is denied the authentication or passkey. This time
the algorithm is posed with “Who does this biometric data
belong to?” Table 1 compare most popular biometric traits
used in commercial recognition systems; fingerprint, Hand
Geometry, vein, iris, face and voice.Face has also got long
history in AFRS, user friendly, able to use without
cooperation from the user. However face suffers from low
performance and easy spoof attack. While iris shows very
high performance and high distinctiveness, it is not user
friendly and can be expensive. Therefore its really type of
application, social and economical factors decide what type of
biometrics is best. Among the biometrics (e.g. face,
fingerprint, iris, gait and voice) fingerprint has got many
advantages such as high degree of distinctiveness,
permanence, performance and acceptability.
III.

AUTOMATIC FINGERPRINT RECOGNITION
SYSTEM

As already mentioned AFRS involves two stages; enrolment
and recognition. Each stage consists of a number of substages. These two stages and their basic sub-stages are
illustrated in
A. Enrolment Stage
This is the stage where each user is enrolled their
fingerprint as a unique ID to use services/access of the
enroller. This stage consists of five sub-stages as illustrated in
Fig. 1. a). Image of the fingerprint of the subject is first

captured using one of fingerprint capturing technologies;
{E.g. optical, capacitive and Radio Frequency (RF)}. The
captured fingerprint images are then processed at the image
enhancement stage so that the following stages can be
performed. The resulting image will generally be of binary. A
number of features are then extracted from the processed
image. Three levels of features are identified in a typical
fingerprint image. Level-1 features are ridges and valleys as
shown in Fig. 2. As can be seen in this figures, ridge-valley
forms a number of different patterns; loop, arch, whorl and
tented arch. Level-2 features are shown in Fig. 3; ridge
endings, bifurcation (two ridges join), ridge ending or
terminations, cross-over (two ridges are connected by a small
ridge), point/island (isolated very small ridge) and spur (short
branch in a ridge).

Left
Right Tented
Whorl Arch
Loop Loop Arch
Figure 1: Level-1 features

Figure 2: Level-2 features
Leve-3 features are basically pores, their shape, size and
distribution and width of ridges. Pores are very small
openings distributed on ridges and they become open to
discharge sweat liquid to keep thermal balance of the body.
While Level 1 and level 2 features are currently used in
commercially available AFRSs, level 3 features is still under
research and development stage as it requires high-resolution
image capturing to extract and process. However, level 3
features have been intensively used in forensic and high
security applications which are mainly based on manual
investigation of pores. Once features are extracted, then one or
more templates are generated using the extracted features.
These templates are then stored in a database for the use in
matching process for 1: N matching or in an identity
document such as identity card or passport for 3:1 matching.
There is a number AFRS uses more than one fingerprint for
increased security and accuracy. The features obtained from
the fingerprints are then fused and encrypted for efficient and
secured storage 6,7.
B. Recognition Stage
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Recognition stage is illustrated in Fig.1b. When the subject is
presented with his finger/fingers to the AFRS, the AFRS first
captures the required fingers. The captured fingerprint images
are then undergo same image processing procedure as done in
the enrolment stage and the same set of features are extracted
same way as it is done in enrolment stage.
C. Recent developments in AFRS
The two typical measures used in assessing fingerprint are
FAR (False Acceptance Rate) and FRR (False Rejection
Rate). The fist one indicates the percentage of wrongly
accepted fingerprint and second one indicates the percentage
of wrongly rejected fingerprint. Ideally both figures should be
zero. However, there are number of reasons theses figures are
not zero and some of the reasons are low quality of image
capturing technology, inherent pressure applied on the image
capturing device when presenting the finger, orientations of
finger, permanent or temporary damage in fingers, in ability to
exact the features more accurately. There have been number
of developments attained over a decade not only to bring FAR
and FRR to very close to zero but also to make the recognition
process more reliable, robust, highly secured, user friendly
and robust. These developments include (but not limited to)
high-resolution image capturing sensors, touch-less capturing
technology, multi-finger recognitions through fusions and
encryption of templates. There are still number of areas needs
improvement in AFRS and two of such areas are liveness
detection and recognition without the cooperation of the
subject.
IV.

APPLICATIONS OF ARFS

In this section three products performing automatic
fingerprint recognition for identity management are compared
and contrasted. DERMALOG AFIS from Dermalog,
Germany, MiY-ID from Cogent systems, USA and Morpho
(Safran group), USA are chosen for the case studies. The
pictures of these products are shown in Fig. 4. [13, 15]. A
number of technical attributes of these products are
summarized in the Table 2. These data are collected from the
technical specifications sheet of the products as posted on
their website [14,15]. The first two systems only uses
fingerprints and the last one use both fingerprint and smart
card for recognition process. Derlog and MorphoSmart can be
applicable in a number of various situations based on PC and
other operating systems whereas MiY-ID is designed to use
only for access control device. All three products is regulated
by globally accepted such as American National Standards
Institute (ANSI), National Institute of Standards and
Technology (NIST), Federal Information Processing Standard
(FIPS) and Federal Bureau of Investigation (FBI).

a)

(b)

(c)
Figure 4: Three commercially available AFRSs used in the
study (a) DERMALOG AFIS (b) MiY-ID and (c ) Morpho
All three use optical technology for image capturing. All three
products capture images with 500 ppi resolution which allow
the systems to extract and use level-1 and level-2 features in
the fingerprint. In terms of orientations, Dermalog has
capability of handle a variation of up to 3600 whereas MiYID can only cope with a variation of up to 900. Though
MorphoSmart is not designed to handle variation in
orientation, it instructs the user for precise orientation as well
as right pressure applied on to the scanner. All three products
can perform identification process (1: N matching). However
DERMALOG and MarphoSmart can also be used for
authentication (1:1 matching). When the speed of the
matching processing is concerned, DERMALOG performs
exceptionally well with 100,000 matches per second compare
to MorphoSmart with only 12500 matches per second. This
large difference may be due to the fact that DERMALOG is
run on PC or UNIX computer system whereas MorphoSmart
is run on dedicated standalone device. Miy-ID and
MophoSmart provides security for template by having
encryption whereas DERMALOG does not provide any
encryption methods for template storage. None of these
product support spoof attack. This comparison study extracts
the fact that AFRS has many variations in its specifications
which depend on the type of use.
CONCLUSION
Automatic Fingerprint Recognition System has been
used for many identity management applications and has
evolved over the decade very rapidly. The need for automatic
fingerprint identification has increased over a decade, both
commercial and government applications. Image capturing
technologies, image enhancement and image matching
algorithms have advanced to a state where the fingerprint
recognition can be performed with high accuracy and low
FAR and FRR. These advancements have been verified
through a comparison study among three commercially
available AFRSs and presented in this paper. From this study
and literature, it can also be concluded that future work should
include liveness detection and unsupervised identification in
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order to make the AFRS more appropriate in modern-world
high security applications.
Overall AFRS has simplified the complex identification
process to a single point (a fingerprint) with many advantages
in terms of economy, reliability, robustness, user-friendly, and
efficiency.
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